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https://connect.comptia.org/blog/cyber-security-stats-facts
https://aag-it.com/the-latest-cyber-crime-statistics/
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Source:  Verizon's 2021 Data Breach Invest igat ions Report 5



Source:  Verizon's 2021 Data Breach Invest igat ions Report 6



Source:  Verizon's 2021 Data Breach Invest igat ions Report 7
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+2.8bn
devices connected

+620k
Customers worldwide

devices online at the same time

Up to 45m
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https://static.teamviewer.com/resources/2022/04/bitsight-technologies-company-preview-teamviewer-gmbh-jan-apr-2022.pdf
https://static.teamviewer.com/resources/2022/04/bitsight-technologies-company-preview-teamviewer-gmbh-jan-apr-2022.pdf
https://static.teamviewer.com/resources/2022/03/TeamViewer-2021-Type-2-SOC-3-Final-Report.pdf
https://static.teamviewer.com/resources/2022/03/TeamViewer-2021-Type-2-SOC-3-Final-Report.pdf
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Remote Monitoring 
and Management 
(RMM) softwareRemote Monitoring 

and Management 
(RMM) software
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Enterprise Solutions Engineer, ASEAN



Andrew Probert
Senior Sales Engineer, CISSP, Malwarebytes

Malwarebytes
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Next-generation Primary Anti-Virus

– Malware Categorization

• 10% Viruses

• 90% Trojans, Backdoors, Worms, Ransomware 
etc. 

• Zero-day attacks are new/novel

– Prevent with algorithms, machine-learning

• Next generation

– Old guard sleeping at the wheel – new 
attacks

– New – many detectors, algorithms, methods

• Efficacy? 

– Independent Testing

– You don't crash your own car

Why did TeamViewer partner with Malwarebytes?



2008
founded

500M+
downloads

200M+
scans per month

8M+
threats detected and 

blocked every day

Millions
of global customers

™

45,000
Business Customers
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• Easy to Configure

– TeamViewer integrated console

– TeamViewer licensing

– TeamViewer groups

• Easy to Deploy & Run

– Integrated deployment & actions

– Endpoint status and health

– Malware detection/blocks

– Suspicious Activity Alerts

• Optional launch Nebula Console

– Deep-dive

Efficacy and Total Cost of Ownership
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• Massive amount of data; 
informs research team, current 
detections and product 
development

• If we can catch it afterwards; 

• we can stop it beforehand

We Catch What Others Miss

www.malwarebytes.com/remediationmap/

http://www.malwarebytes.com/remediationmap/
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Powered by

Unified agent

Windows
®

Linux®Mac®

Detect & protect

•  Web protection

•  Application hardening

•  Antivirus - Antimalware

•  Ransomware protection

•  Office docs,  PDFs

Respond & recover

•  Suspicious activity monitoring

•  Threat investigation 

•  Multi-mode isolation

•  Ransomware rollback

Endpoint security products

Malwarebytes Endpoint

Detection & Response

Respond & recover

Detect & protect

Remediate

Malwarebytes

Endpoint Protection

Detect & protect

Remediate

Malwarebytes

Incident Response

Remediate

Cloud services Management console
•  Threat intelligence

•  Goodware

•  Sandbox

•  Dashboards

•  Visualization

•  Reporting
C
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Remediate

•  On demand, daily, weekly

•  Remediation

•  Artifact linking

Remediate
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Multi-vector protection, detection, and response
Pre-delivery Pre-execution Post-execution

Matching-based Behavior-based Response capabilities
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Incident Response (IR) – Post Infection Scanning
Web Protection

Application Hardening

Application Behavior

Exploit Mitigation

Payload Analysis

Anomaly Detection Machine Learning

Behavior Protection/Ransomware Mitigation

Suspicious Activity Monitoring (Flight Recorder)

Endpoint Isolation

Ransomware Rollback

Linking Engine Remediation

Guided Threat Hunting

Brute Force Protection
Payload Analysis - Matching

Known virus, malware, ransomware, unwanted programs
Process, file and registry scan

’Yara’ rules & signatures
Curated/created by Researchers/Intelligence & Threat Feeds

Updated hourly & cached

Machine-Learning - Algorithms
Unknown and zero-day malware and ransommware

Pre-trained on millions of ‘GoodWare’ samples
Program Executables (PE)

Automated and fast-start to deploy

Linking Engine Remediation - Algorithms
Precision deletion of running malware 

Find & delete related processes, files and registry components
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Endpoint Protection - Prevention
Web Protection

Application Hardening

Application Behavior

Exploit Mitigation

Payload Analysis

Anomaly Detection Machine Learning

Behavior Protection/Ransomware Mitigation

Suspicious Activity Monitoring (Flight Recorder)

Endpoint Isolation

Ransomware Rollback

Linking Engine Remediation

Guided Threat Hunting

Brute Force Protection

Payload Analysis - Matching
Known virus, malware and ransomware

Process, file and registry scan
’Yara’ rules & signatures

Curated/created by Researchers/Intelligence & Threat Feeds
Updated hourly & cached

Machine-Learning - Algorithms
Unknown and zero-day malware and ransomware

Pre-trained on millions of ‘GoodWare’ samples
Program Executables (PE)

Automated and fast-start to deploy

Linking Engine Remediation - Algorithms
Precision deletion of running malware 

Find & delete related processes, files and registry components

Web Protection

Block IP/Web & Ransomware communications

using global blacklist of hundreds of thousands addresses

Updated hourly and cached

Brute Force Protection
Monitor password-guessing, block Source-IP by Windows Firewall

Exploit Protection
Hardening: Stop surveillance of browser weaknesses 

App. Behavior: Block Office and PDF malicious activity
Exploit Mitigation: Block Office PDF Java,Browsers Media player attack

Block ransomware delivery

Behaviour Protection 
Monitor all processes ransomware-like.  Kill if detected. Zero training
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Under the Hood

Goodware

Malware

Anomaly Detection Machine-Learning

• Pre-trained on millions of samples

• Quickly recognise 'Goodware'

• If not probably good, then quarantine

• Zero-day malware !!!!

• Low-false positives

• No training period



31C O N F I D E N T I A L

Endpoint Detection and Response – Incl. EP
Web Protection

Application Hardening

Application Behavior

Exploit Mitigation

Payload Analysis

Anomaly Detection Machine Learning

Behavior Protection/Ransomware Mitigation

Suspicious Activity Monitoring (Flight Recorder)

Endpoint Isolation

Ransomware Rollback

Linking Engine Remediation

Guided Threat Hunting

Brute Force Protection

Isolation
Prevent malware spread, remote control, exporting data

Blocks:  Network (excl. Malwarebytes), Process starts, User logins

Remediation & Ransomware Rollback
Fast ransomware recovery or undo of malware
Restores from local protected 72 hour cache

Suspicious Activity Monitoring
Endpoint Flight-Recorder - sends raw events to Nebula Console

Programs/Tasks, Files, Registry, Net connects
Nebula Console - displays  - Suspicious Alerts & Process Graph, 

Sends Notifications, FlightRecorder Search

Guided Threat Hunting
Hyper-links to Mitre ATT&CK® Framework

FlightRecorder Search & Hyperlinks to VirusTotal®



TeamViewer Console 
Demonstration
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Subscriptions – EP or EDR (incl. EP)

Endpoint Detection & 
Response (EDR)

• Surveillance

• Early-warning system

– Weeks in advance

– Impostor Administrators

– Legitimate programs used suspiciously

– Scripts used suspiciously

– Suspicious behaviors

• Alerts and Notifications

• Isolation

• 72 hour ransomware rollback

Endpoint 
Protection (EP)

• Prevention

• Known malware, bad sites & 
addresses.  Unwanted programs

• Unknown zero-day malware by 
• Algorithms & machine-learning

• Behaviour monitoring e.g. ransomware-
like 

• Retrospectively* clean with new 
knowledge

• Notifications
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