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Overview

The Application Installation and Configuration Guide will be used to assist with the preparation of
the customer’s instance in order to enable the application components to function properly. This
document contains a clear, step-by-step process for any configuration steps that are required after
installing the certified application from the ServiceNow Store. Additionally, it clearly calls out any
application dependencies that exist.

Application Dependencies

List all plugins required: -

o Service Portal — Core [com.glide.service-portal.esm]. For information on how to
activate plugins please visit https://docs.servicenow.com/bundle/vancouver-
platform-administration/page/administer/plugins/task/t ActivateAPlugin.html

o OAuth 2.0 [com.snc.platform.security.oauth].

List all system table permissions required: -

Configuration Instructions

When configuring the TeamViewer application, please take into account the points below:

Configure Application Registry, TeamViewer Enterprise OAuth, in the System OAuth ->
Application Registry

Set the Admin token provided by TeamViewer in the Administration -> Properties module

Set which TeamViewer Invite Options are available to supporters to create. One of the
following options can be set:

o Both Remote and Assist AR
o Remote Only
o Assist AR Only

Choose whether to load MDv2 or MCO devices from TeamViewer in Administration ->
Properties module.

Register MCO Unattended Devices

o Within the Administration -> Properties module, you must first set what table field
within the Configuration Item [cmdb_ci] table will be used to match an MCO
Device’s alias that was registered via Account Assignment in TeamViewer. Please
refer this list of description of possible table fields that can be used to match alias
with: https://docs.servicenow.com/bundle/vancouver-servicenow-
platform/page/product/configuration-management/reference/cmdb-table-
property-descriptions.html|

o For each Device to be registered as a MCO Device, you must:

* [f loading devices from MCO, make sure each device has TeamViewer
Application installed and has been assigned, through Account Assignment
configuration, to the TeamViewer Account associated to the Admin Token
used in the properties.
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* [f loading devices from MDv2, make sure each device has TeamViewer
Application installed and is part of a managed group in TeamViewer, and
that the assigned group and its devices are manageable by the TeamViewer
Account associated to the Admin Token used in properties.

= There must be a Configuration Item record already created for each MCO
Device to be registered with a field that matches with the alias of the MCO
Device
o After the above points is configured and verified, go to the module Administration -
> Unattended Devices and you will see the Ul Action Button called “Import Devices
from TeamViewer”. Click on that button and the application will import MCO
Devices from TeamViewer that matches its alias with a Configuration Item, and will
be marked as a registered MCO Device type.

- Configure Configuration item[cmdb_ci] field on the Task table (or any task field whose
reference is child of or is the cmdb_ci table): update its Attributes field to include
x_tvgh_enterprise_initiate_unattended_session attribute in order for the Initiate
Unattended Session Button can be used; see Section 1.3.3 for details

- Update the Application Registry [oauth_entity] record: TeamViewer Enterprise OAuth

o Inthe record, update the field Redirect URL by replacing <instance> with the name
of the instance that the application is installed on and update the record.

- Configure if services cases should only show ones within ServiceNow, or all accessible in
TeamViewer to the user

- Choose service cases opened by Supporters open in TeamViewer client or TeamViewer
WebApp within Administration -> Properties module

- Choose if creation or cancellation of service cases are logged to Activities, done via
Administration -> Properties module

External Systems Connection

TeamViewer application integration components:
e |ntegration components required:

o TeamViewer WebAPI : https://webapi.teamviewer.com/api/vl

o TeamViewer REACH AP| (DEPRECATED)
:https://community.teamviewer.com/t5/Knowledge-Base/Remote-Access-API-
Integration-Guide/ta-p/32318

e Steps to create a dedicated integration user:

1. Go to https://login.teamviewer.com and click Sign Up to create a TeamViewer account
that is needed to use the TeamViewer WebAPI. For the TeamViewer REACH API usage,
the account created requires having a Tensor License.

Testing the configuration

There is no requirement to test the connection. If access to the TeamViewer Web API is not
available, a relevant error message will be shown by the ServiceNow platform.
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Demo Data

If any demo data is required as a part of your application installation, please outline the
requirements here: -

Support and Troubleshooting

For any issues or questions on how to use the TeamViewer integration on ServiceNow, please use:

e Visit https://www.teamviewer.com/servicenow-community which contains instructions on
how to set up and use TeamViewer Enterprise Integration.

e If you cannot find a response to your issue, please contact check out available resources at
https://www.teamviewer.com/support or send an email to support@tvpartner-
support.servicecamp.com

Administration and Configuration

1.1 Admin token

1.1.1 Introduction

To be able to access the TeamViewer API for certain features like scheduled company-wide
connection reports, an admin TeamViewer Script token needs to be configured. Below are the steps
on how to create one and configure your TeamViewer instance accordingly.

1.1.2 Creating an admin token

In this description, it is assumed that the administrator has created a company profile on
TeamViewer. For more information on how to setup a company profile and add users visit
https://community.teamviewer.com/t5/Knowledge-Base/How-to-add-Users-to-a-Company-
Profile/ta-p/3573 .

e Go to https://account.teamviewer.com and login with your TeamViewer account

e Go to ‘Profile’ on top right corner and select Edit Profile

i 4 i § Connect I o
e RO LA gl Avtomation & Insights Search and Cor ‘ e

Session Insights

AA Internal Test User
3 Session Insights c] -
Past month issue type: All ons: Al

akdo ’

Top issue types = Top applications

14 Automation & Insights
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e Go to Apps and select Create Script Token button
BTeamViewer RS omch o Corret Q
‘C‘D Accou‘nt‘ ‘
@ Prohl:nwmrr o . e
() Neme ) : <o . e Internal Test User
B Apps & Tokens: -
N @
----- L]
ETeamViewer Settings Search and Connect 0 @
B e egotng v o
NAME T TYP DESCRIPTION Creats script token
X
L
£ sertings
e Setup permissions as shown
BTeamViewer Settings Search and Connect B i;

Account management

Event logging

8 Apps & Tokens

Connection reporting

Contacts

Group mansgement

Session management

User groups

e Provide a meaningful name and description

e C(Click save to generate the Script Token

1.1.3 Enable Event Logs for Admin account
To download the event logs for a connection report,

1. Go to https://login.teamviewer.com

2. Login as another account which also has admin rights
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3. Go to User Management, and edit the user whom you used for the Script Token in the

above section.

4. Edit the Permissions to give then access to view Event Logs. Do this by going to Permissions,
Setting the role to Customized Permissions, and change the option at the bottom called

Event Logs to View.

1.1.4 Setting the Admin Token

Role required: admin

1. Connect to ServiceNow with the required user and role(s)

2. Go to module within the Application: Administration = Properties

3. Set the Admin Token for Attended Connection reporting and click Save as shown below:

ServiCenow  Favorites

Y Filter

v TeamViewer Enterprise Integration
(i) Support
= Attended Connection Report
= Unattended Connection Report
(i) Online Service Cases
v Administration
= Email templates
i) REACH Setup
= Unattended Devices
i) Properties

= File transfer logs

All History Workspaces  Admin

TeamViewer Properties

Properties for TeamViewer Enterprise Integration

Admin Token (@

TeamViewer Invite Options @

| Both Remote and Assist AR

Select what CMDB field will be used to map with alias when importing MCO Devices @

| asset_tag

Choose whether MDwv2 or regular devices are used to match to Configuration Items @

| MDv2

Display Non Servicenow Service Cases in Online Service Cases ®

[] Yes| No

Support shall join support session from web browser @

| browser_based

Log TeamViewer interactions in ticket 3

Yes | No

1.2 TeamViewer Invite Options

1.2.1 Introduction

This chapter describes how to configure what types of TeamViewer invites are available to agents
to create within ServiceNow. There are up to two invite types available for agents, which are the

following:

e Remote Control Invite: This is the standard TeamViewer invite for Attended Session

e Assist AR Invite: This is a remote assistance solution powered by augmented reality that
enables agents to connect to your support requesters and see what their smartphone camera
live streams to your computer or mobile device while allowing you to draw, add text, or tag
real-world objects with 3D markers for reference. Please note: this requires Pilot
Subscription(s) for each agent that would like to use this invite option
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1.2.2 TeamViewer Invite Options configuration

Role required: admin

1. Connect to ServiceNow with the required user and role(s)
2. Go to module within the Application: Administration = Properties

3. Set which TeamViewer Invite Options are available to agents as shown below:

Servicenow  Favorites

Y Filter

~ TeamViewer Enterprise Integration
i) Support
= Attended Connection Report
= Unattended Connection Report
i) Online Service Cases
v Administration
= Email templates
i) REACH Setup
= Unattended Devices
i) Properties

= File transfer logs

i History Workspaces  Admin

TeamViewer Properties

Properties for TeamViewer Enterprise Integration

Admin Token @

sesesane

TeamViewer Invite Options @

| Both Remote and Assist AR

Select what CMDB field will be used to map with alias when importing MCO Devices (@]

| asset_tag

Choose whether MDv2 or regular devices are used to match to Configuration Items (3

| MDv2

Display Non Servicenow Service Cases in Online Service Cases (&

[[] Yes|No

Support shall join support session from web browser @

| browser_basad

Log TeamViewer interactions in ticket @

Yes | No

1.2.3 Application Registry for Oauth

1.2.3.1 Introduction

In this section, a step-by-step guide is provided to update the Application Registry [oauth_entity]
provided by the application in order for the OAuth features can work when Supporters are creating
and/or closing TeamViewer Service Cases in ServiceNow.
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1.2.3.2 Create OAuth Client App in TeamViewer

1. Login at account.teamviewer.com to create an app. Similar as to the script Admin token
created in the previous section, you need to also create an Oauth client app below:

- ~

Settings Q_ Search and Connect| Ctrl + Alt + K B O 0 @
| (]
PROFILE B0 Apps & Tokens
Create app or
o Simplify your work by integrating your favorite apps or custom scripts with token &7
& Account y
TeamViewer.
@ Authentication
Create script token
@ Licenses NAME 1 TYPE DESCI
Create mobile SDK
@ Active sign-ins PL4 - VENOI505 APP App APP Coeaeeee e
c )
th Connection reports PL4 - VENOIS05 APP - CLASSIC App App created ..
B Apps & Tokens
P Dl A lmamart Navinan Mamaa Cavim+ v me® KA Y
2. And create an app with the following permissions and click on save:
. Create app m
Simplify your work by integrating your favorite apps with TeamViewer.
— Mame .
ServiceNow Enterprise App

\ J
— Description .

Instant remote support directly from your ServiceMow Instance to increase your Service
Desk efficiency! Enterprise version

122165
— Redirect UR .
https://*.service-now.com/oauth_redirect.do

General app info

Page: 100of 73



servicenow. Integration Design Document Template

Nog Connection reporting -~

[ delete connection entries

[ =it connection ent

read connection entries

S Account management ~ (B Meetings N
[] view online state

wiew account date
wview email address

view license

[ edit account properties

]  Contacts v
ap
L=l User management o

2 Remote Access -
(__) Session management ~

[ creste device keys

[ delets device keys
creste sessions

request control
edit all sessions of the company

edit own sessions

(__> OEM connections v
view all sessons

[@  TesmViewer policies ~
E3  Group management ~

&2  Manage S50 domains v
creste groups
delets groups
edit groups [l Eventlogging ~

read groups

share end unzhars groups sllow raquesting all event logs

App permissions to add

3. Afterwards copy the Client ID and Client secret generated from the app to be used in
ServiceNow in Section 1.2.3.3:

% App details o
View and copy app details.

(i) Never share this information with someone you don't know or fully

trust.

Redirect URI
https:f/*

service-now.com/oauth_redirectdo

Client ID
757

Client secret

o S

Client ID and Client secret to capture
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1.2.3.3 Update TeamViewer Enterprise OAuth Application Registry

Role Required: admin

1. InServiceNow, open module System OAuth -> Application Registry and open the record
TeamViewer Enterprise OAuth as shown below:

=  Application Registries m Search Name

? All=Type = OAuth Client .or. Type = OAuth Provider

@ = Name 4

Mobile API

ServiceNow Agent

ServiceNow Classic Mobile App

ServiceNow Request

©@ e 0 0 o

TeamViewer Enterprise OAuth

Record to open

2. Inthe record, update the following fields and save:
a. Client ID: Use the Client ID captured in Section 1.2.3.2
b. Client Secret: Use the Client Secret captured in Section 1.2.3.2
c. Redirect URL: Replace <instance> with the name of the instance that the
application is installed

— Application Registries = .. --
~—  TeamViewer Enterprise OAuth View: OAuth Provider ¢ @ = Update Delats S

* Name @) | TeamViewer Enterprise OAuth | Application (3} TeamViewer Enterprise Integration @
* ClientID @ | | Accessible from ‘ All application scopes V:‘
#* Client Secret | ssscssssss | Active B
= J
OAuth API sm(%t | OAuthCustomTeamViewerU | Q | A”thoﬂﬁiig :::’;;{J E“tchcoor':;;team"'-ewer‘mm/oa

response_type=code&display=popu

Logo URL @ P

* Default Grant | Authorization Code v| 3% Token URL (@ https:/webapi.teamviewer.com/api/
type @ ! vl/oauth2/token
% Refresh Token | 1| Token Revocation https:/webapi.teamviewer.com/api/
Lifespan @ URL @ wil/oauth2/revoke
P 5
Public Client @ B Redirect URL (3 https:/<instance>.service- =]
now.com/oauth_redirect.do

Use mutual [ |
authentication (2)

Send Credentials ‘ In Request Body (Form URL-En V‘
® :

Comments ) | TeamViewer Enterprise OAuth authentication

Fields highlighted to edit
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1.3 Unattended Access Setup

13.1

Register MCO Unattended Devices

Pre-Requisites:

e For each MCO Device to be registered in ServiceNow, the device must be assigned to the
TeamViewer account associated to the Admin Token set in Step 1.1.4.

Role Required: admin

Here are step-by-step instructions on how to register a MCO device for Unattended Access. MCO
Device records cannot be manually added. For manually added devices, refer to REACH Devices in
section Error! Reference source not found.. The TeamViewer application can only import MCO
devices from the TeamViewer server by matching a device’s alias, in TeamViewer, with field value
within a record in the Configuration Item [cmdb_ci] table in ServiceNow.

1.

Configure what field in the Configuration Item table is to be used for matching a Device’s
alias in TeamViewer within the Administration -> Properties module. For this step guide we
will use the Asset Tag [asset_tag] field, as an example, as shown here:

SErviCeNaW. serviceManagement @ cmm= ®x

Filter navigator TeamViewer Properties m

= Properties for TeamViewer Enterprise Integration

X Admin Token ()
{8 Home ‘

TeamViewer Enterprise Integration
TeamViewer Invite Options (%)

® support Both Remote and Pilot | Both Remote and Pilot v

ttended Connection Report
Select what CMDB field will be used to map with alias when importing MCO Devices ()

nattended Connection Report asset_tag | asset_tag v

(@ online Service Cases Choose whether MDV2 or regular devices are used to match to Configuration ltems (3)

regular_devices | regular_devices v

W Administration

=1 Emallicmplaies Display Non Servicenow Service Cases in Online Service Cases (3)

[OYes [No

() REACHSetup

— Support shall join support session from web browser (3)
5= Unattended Devices

[ client_based | client_based v

(@ Properties
Log TeamViewer interactions in ticket (%)

m@Yes|No

Advanced Note: The possible table fields options by default may not list a table field that
you may need like a custom field. If that is the case, you may set the field manually by
opening the System Property record directly, for property
x_tvgh_enterprise.cmdb_field_to_mco_device_alias, and expand the choices and value
with the field needed and save changes, for example:
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re
=— System Property =
| = x_tvgh_enterprise.cmdb_field_to_mco_device_alias & E» '\/\' — ©°°o Update Delete  #
=k Suffix cmdb_field_to_mco_device_alias [£] Application TeamViewer Enterprise Integrationfc = @

Name x_tvgh_enterprise.cmdb_field_to_m

Description Select what CMDE field will be used to map with alias when importing MCO Devices

Choices asset_tag,serial_number,correlation_id,name,attributes.short_description,sys_idicustom_field

Type choice list ~

Value custom_field

lgnore cache

Private
Read roles Va admin
Write roles admin

Update Delete

2. For each MCO Device to be registered, there must be a Configuration Item record, including
record(s) in child tables, that matches the MCO Device alias with the field set in (1). For
example, in TeamViewer, we have a MCO Device in TeamViewer with the alias “P4M-
ERICS”:

Sebastiaan de Viaam

Tersar + Mesting Crew + Pilat

HOME My computers Moveto v/ | # Add ~| | ® Tools ~| | © view~
Multitenancy
User management
Computers & Contacts ~ Connection Reports ~ Monitoring  Asset Management  Endpoint Protection
Device management

Single Sign-On

O  MName’ Status Policy Services
Design & Deploy
Service queue O WM DESKTOP-UTPNADS Offiine (5 days) At
Scripts

Augmented Reality

REMOTE MANAGEMEN
Ovenview

Web Monitoring IEE

H
o)

INTERNET OF THINGS
Get started X
MANAGED GROUPS

Al

GROUPS
Al

ServiceNow

ServiceNow Pilot

Unnamed devices

To create Configuration Item, search for “Computers” and click “New”.
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servicenow

¥V computer

(@ Important Security Update:
o enhance the security of your account.

Multi-Factor

Computers 7+ @ Search

‘r

You have 27 at your

What You Need to Do:

2. Follow the instructions to set up MFA

1. Go to your user profile and click on the Configure Multi-foctor authentication link

After 27 days, . it upat your next login
i of securi account access. e For morei click here.
Al
Manufacturer Operating System CPU speed (MHz) .
‘Windows XP Professional 798
Computer Periphe Windows XP Professional 798
Windows XP Professional 798
o I Windows XP Professional 798
Computer Windows XP Professional 798
CAROLBM Windows XP Professionl 798
ROL2-1BM Windows XP Professional 798
“CAROLS-GATEWAY Windows XP Professional 2992
CHUCK1BM Windows XP Professional 1
= senice-nowcom/cmab e It do?sysparm userpret SOTatSC0ab0 16401757 TH08asCTT998syspam. P

(] = G, ¢ = - [somt
Asset tag Serial number
Manufacturer Q Model ID Q
Asset Assigned to
Configuration v
OS5 Domain RAM (MB)
Operating System | -~ None - ~ CPU manufacturer
05 Version CPUtype
OS Service Pack CPU speed (MHz)
DNS Domain CPU count
Disk space (GB) CPU core count
Description

So, in ServiceNow we need to create a Configuration Item record that matches the alias in the
Asset Tag field:

¢ == Computer
= “Eric's Computer

& E‘ -\/\- E sso  Dashboard Update Delets

Name *Eric's Computer A Company | ACME North America a @
I Assettag | P4M-ERICS I Serial number | L3BB911
Manufacturer | Lenovo Q @ ModelID | Lenovo ThinkStation S20 Q @
Asset P4M-ERICS - Lenovo ThinkStation 521 (& Assigned to Q
Configuration v
0S Domain RAM (MB) 1,534
Operating System Windows XP Professional v CPU manufacturer | Intel Q@
OSVersion | 51.2600 CPU type
0S Service Pack Service Pack 2 CPU speed (MHz) 798
DNS Domain CPU count 1
Disk space (GB) 51 CPU core count 1

Description

3. Repeat Step (2) as needed per device.
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4. Go to the application module Administration -> Properties and click on the Ul Action Button
“Import Devices from TeamViewer” to import devices:

SEerviCenOW senice Automation

o [P |

= * ®©

@ Eric Santana ~

Default [Tez ~ TeamViewe

= Teamviewer D & = Configuration item = Type = Status = TeamViewer GUID = Teamvie'
TeamViewer Enterprise Integration
Search Search Search Search Search Search
Support
~ ) . REACH Mot
L) (empty) DENNIS-IBM X .
~ Device Registered
Attended Connection Report
- REACH Invalid {012261a3-be2d-4908-
i 1475702999 CherifMacP hhOAy+n8BI
Unattended Connection Report © fherBacto Device Registration  aff0-884a02662ed5} AL
- Athan's Precision T5500  REACH 2f363ded-43b4-4dfa-
rvice G 1145876698 e Registered WWhWewPt
DRl S = @ riesareen Workstation Device BNl gl0a-dcatsfcrddde e
W Administration - . REACH . {03985fa3-c4a2-4303-
i 1553589950 DUDE-IBM Registered htHPDC3WL
(@  rissase0050 Device IS a30c-fa26a2dfdadoy

Email templates

Actions on selected rows...

Unattended Access Setup

Unattended Devices
Properties
5. Verify MCO Device Imports by checking the Device records of type MCO Device. These

devices are registered and can be used for unattended session. For example here some
imported MCO Devices:

SerVicenow Service Automation ﬁ Default[Tez + TeamViewe @ Eric Santana ~

teamvi ® =  Devices m LT B Sl Search | Teamviewer D v | Search

= * ©

b Q, = Teamviewer|D 4 = Configuration ltem = Type = Status = TeamViewer GUID = Teamview
TeamViewer Enterprise Integration
Search Search Search Search Search Search
Support
p- i . REACH Mot
Q (empty) DENNIS-IBM . .
E Device Registered
Attended Connection Report
- N REACH Invalid {012261a3-be2d-4908- |
Unattended Connection Report © w5100 preaiib s Device Registration  aff0-884a92662ed5} DO Ty
~ Athan's Precision T5500 REACH 2f363ded-43b4-4dfa-
o~ Athan's Precision T5500 X
WS i \l) [L145876698 Workstation Device Registered 8104-ac2fefcfddae WahWewPer
¥ Administration — . REACH . {03985fa3-c4a2-4303-
i 1553589950 DUDE-IBM Registered htHPDC3WUI
@  nssises0 L Device CESIEIEE a30c-fa26a0dfdad0}
Email templates -
(l) rl756067272 “Eric's Computer MCO Device  Registered
Unattended Access Setup
@ r798086999 “Eric's VM Computer MCO Device Registered
Unattended Devices

Actions onselected rows...

Properties

1.3.2 MCO Device Scheduled Import

As discussed in Section 1.3.1, MCO Device records cannot be manually created, but they are
imported from the TeamViewer server by the application, as long as there is a Configuration ltem
that matches an alias of a device in TeamViewer. The application is configured by default to import
MCO Devices every 6 hours through the Scheduled Job, found under ServiceNow module System
Definition -> Scheduled Jobs, TeamViewer - Import MCO Devices as shown here:
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< | = %grend\ftil‘la?esrfrlireltpixretc;ggnDevices & B, == ooo Update  ExecuteNow  Delete J
Name | TeamViewer - Import MCO Devices A
Active |+
Run Periodically v
Run as Q,
%k Repeat Interval Days | 0
Hours = 06 00 00
Starting 2020-02-19 14:37:55

Conditional

Runthisscript @ [ 5« 35 Qv | & @ @ RS

1+ (function(}{

2 var tvClassObj = new TVUnattendedClass();
3 tvClassOb]. importMCODevices();

4 1

Update Execute Now Delete

You may adjust the frequency as needed. Please note that when this scheduled job runs, there
could be a possibility of MCO Device records of being erased due to the MCO Device no longer
existing in the TeamViewer Server, or MCO Devices no longer matching alias with a Configuration
Item record.

To import your managed devices instead of all devices, select MDMv2 in the properties.

SErviCeNOW. serice Mansgement @ acgm= ®Px

Filter navigator TeamViewer Properties m

Properties for TeamViewer Enterprise Integration

Admin Token (%)

TeamViewer Enterprise Integration
TeamViewer Invite Options ()

@ support Both Remote and Pilot | Both Remote and Pilot v

ttended Connection Report
Select what CMDB field will be used to map with alias when importing MCO Devices  (2)

nattended Connection Report ‘ asset_tag | asset_tag v |
@ Online Service Cases Choose whether MDv2 or regular devices are used to match to Configuration Items (%)
W Administration ‘ regular_devices | regular_devices hd |
= Email templates Display Non Servicenow Service Cases in Online Service Cases (2)
[JYes|No

) REACH Setup

. Support shalljoin support session from web browser (2)
— Unattended Devices

[ client_based | client_based ~|

(i) Properties

Log TeamViewer interactions in ticket (%)

[Yes|No

Save
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133

Adding the Initiate Unattended Session button to the Task Table (or task extended table)

In order to be able to start an Unattended Session on a Registered Device, changes need to be
made on the Task [task] table 9or task extended table) in order to show the button that allows you
to initiate the session. This section provides instructions on setting this up.

Role Required: admin

1.

On the Filter Navigator, type in (table_name).config (for example task.config) and press
enter

SerViCEHOW Service Automation

task.config ®

= ®

Go to the Dictionary Entries tab for the Task table and open the record you want to show
the button on. This must be a field with reference to “Configuration Item” table, for
example in task the field cmdb_ci, or it must be a field from which you can dotwalk to a
“Configuration Item” field.

Business Rules (33) = Client Scripts (6) = Dictionary Entries (1) = Dictionary Entry Overrides = Notifications (1) = Ul Actions (23)

Flows

= Dictionary Entries | 32bbbb@21b2ba510a18f54a51adbcb6d m? Search  for text | zztextsearchyy ¥ | Search

? All > Table = task > Reference Label starts with Configuration Item

@ O\ = Table = Column name = Type = Reference Default value
=task Search Search Configuration Ite Search
@ task cmdb_ci Reference Configuration Item
Actions on selected rows... | x v

Within the record opened in Step 2, look for the Attributes field. If the attributes field is not
visible, click on the Related Link “Advanced”, and it should now be visible. Add
x_tvgh_enterprise_initiate_unattended_session attribute as part of the Attributes field,
and update the record:

Attributes

ref_auto_completer=AJAXTableCompleter,ref_contributions=task_show_ci_map;show_related_
records}x_tugh_enterprise_initiate_un attended_session ,|'ef_a::_colu mns=sys_class_name,ref_a
c_order_by=sys_class_name

3.1 If the field is not a “Configuration Item” field, but a field you must dot walk to the
“Configuration Item”, then set another attribute called “tv_field_dot_walk” with the value
of the dot walk path to the “Configuration Item” field. For example, on the Task table, the
parent field has the field “cmdb_ci”, and it would be configured as below.

Page: 18 of 73



servicenow. Integration Design Document Template

Attributes | attributes

encode_utf8=falgg,ref_contributions=x_tvgh_enterprise_initiate_unattended_session,tv_field_dot_walk=cmdb_ci
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1.4 Adding TeamViewer to task extended table

1.4.1 Introduction

This chapter described the step-by-step guide on how to add the TeamViewer Control and
TeamViewer Connection History to a form in ServiceNow. This can only be applied to records on
tables that are an extension from the task table. The application comes preconfigured with the
TeamViewer Control (for Supporters) and TeamViewer Connection History on the Incident form
(default view).

Prerequisites
The following prerequisites need to be met to be able to follow the steps in this guide:

e ServiceNow Store Application: TeamViewer Enterprise Integration for ServiceNow is
installed, version 1.0 or above

e Role: admin

1.4.2 Adding the Remote-Control section, for Supporters, on a form

To add the TeamViewer Control to the form, follow the steps below. General documentation on
how to add fields to a form can be found here:
https://developer.servicenow.com/dev.do#!/learn/learning-

plans/vancouver/new to servicenow/app store learnv2 buildneedit vancouver form designer

1. Open the form of the Task extended record type (e.g. problem, change request, requested
item), where you want to add the TeamViewer Control

2. On the form right click on the form’s header

3. From the menu choose Configure -> Form Layout

= Problem -—
¥ = = B P = e Follow | =  Update | | Delete J
Save
Add to Visual Task Board
Number  PRBO0D0014 e | KnownErmor

Close Problem

Business service Q. Resolve Incidents 1 3-Low
Create Normal Change

Configurationitem  Windows a & |@ Create Emergency Change ¥ | 3-LoW

Metrics Timeline

Change request Q ¥ | 5-Planning
Follow on Live Feed

Major problem Shaw Live Feed p | Software o ©

:
Knowledge Bu! orm Design o ©
Export >
Short description My laptop is performing very badly View > Related Lists Q B
i Create Favorite All
Description A few days ago | made some modification to some Windows confi UL gany way to go backtoa
previous state? Copy Ui Table
Copy sys_id Security Rules
Show XML Business Rules
Notes  Closure Information History > ClientScripts

Reload form Ul Palicies

Work notes list &

Data Policies

Ul Actions
Work notes =

Notifications

Dictionary
Workaround Post

Activities: 0

No activity
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4. From the ‘Section’ field, click on ‘New’ and a dialog for entering a name is shown. Enter a
name (e.g. TeamViewer Remote Control) and click on OK. Documentation on how to create
a form section can be found here: https://docs.servicenow.com/bundle/vancouver-
platform-administration/page/administer/form-administration/concept/configure-form-

layout.html#t CreateAFormSection

<  Configuring Problem form

Available

Work notes list
Workaround

|- begin_split-|

|- split-|

|- end_split-|

* Annotation

* Chart

Activities (filtered)
Attached Knowledge
Checklist

Contextual Search Results
Parent Breadcrumbs
Ratings

Teamviewer Customer Control

Selected

Teamviewer Supporter C

Section caption:

Create new section

eamViewer Remote Contro|

®

Concel “

Form view and section

View name Default view

Section Notes

Closure Information

~

TeamViewer Remote Con|

New...

Related Links

Show versior

Create new field

Name
Type | String
Fieldlength | Small (40)

Add

concel m

5. Add the TeamViewer Supporter Control to the newly created form section.

< | Configuring Problem form

Available

Work notes list
Workaround

|- begin_split |

|-split-|

|- end_split-|

* Annotation

* Chart

Activities (filtered)
Attached Knowledge
Checklist

Contextual Search Results
Parent Breadcrumbs
Ratings

Teamviewer Customer Control

Teamviewer Supporter Control

Form view and section

View name Default view

Section Problem
Nates

Closure Information

TeamViewer Remote Co

Related Links

Show versions

Cancel

~

v

Selected

Save

Create new field

Name

Type | String

Field length | Small (40)

Add

6. Click on Save to apply the changes to the form.

-
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7. The TeamViewer Control should now be visible on the form within a form section.

¢ = Problem
= PRB0000014

Number
Business service
Configuration item
Change request
Major problem
Knowledge

Short description

Description

PRBO000014 =]
| a

Windows \Bla & @
B a

My laptop is performing very badly

Afew days ago | made some madification to some Windows config, and since then my laptop is performing slowly. Is there any way to go back toa

previous state?

& 5 e Follow |~  Update | Delete J
State | Known Error ¢
Impact | 3-Low :
Urgency | 3-Low 3
Priority | 5-Planning
Assignmentgroup | Software |Eal @
Assignedto | David Loo ma @
5=] 98

Notes = Closure Information | TeamViewer Remote Control
Current TeamViewer Service Case:  Create Service Case to provide remote Em‘“e Service Case E,]s,m session Close Service Case
suppart
TeamViewer Customer Link: 5] share session code
Session Status:
Update  Delete

Related Links

Communicate Workaround
Post Knowledge

1.4.3 Adding the Remote-Control section, for Customers, on a form

To add the TeamViewer Control, for customers, to the form, repeat the steps and instructions in
the previous section (8.4.2), but with the following deviations:

1. Inthe form, change the view to Self Service first as shown here:

< |l = Incident
=— INC0010102

Notes = Rel

Number INC0010102
Caller Eric Santana
Location
Category Inquiry / Help
Subcategory —None —
Configuration item
Impact 3-Low
Urgency 3-Low
Priority 5-Planning
Short description Test Customer URL Link

lated Records = Closure Information

TeamViewer Remote Control

T
i -w- —s 000
—

Save F
Add to Visual Task Board
Copy Incident Opened
Create Problem
Create Request Opened by
Create Ch

reate Lhange Contact type
Create Child Incident
Refresh Impacted Services State

Metrics Timeline

Follow on Live Feed Assignment group

Show Live Feed

Assigned to
Configure >
Export >
View % |+ Default view

Create Favorite Major incidents

Copy URL Metrics

Copy sys_id Mobile

Show XML Password

History > Self Service

Reload form Service Portal
viB
Workspace

Follow

2020+

EricSi

Phen
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2. Then, configure the Form Layout of this view by adding new section, called TeamViewer
Remote Control and add TeamViewer Customer Control. Afterwards, click Save, similar to
1.4.2. Before clicking Save, the configuration should look like this:

<  Configuring Incident form

Available Selected

Work start -
x_tvgh_teamviewer_session_session [+]

|- begin_split-|

|- split-|

|- end_split-|

* Annotation

* Chart

Activities (filtered) ~
Activities (filtered) >
Attached Knowledge

Checklist <
Contextual Search Results

Incident Variable Editor

Parent Breadcrumbs.

Ratings

ResolutionShaper

Teamviewer Supporter Control

Teamviewer Customer Control

Cancel E

Form view and section Create new field

View name Self Service v Name

Section Incident A Type

I TeamViewer Remote Control |

New...

String v

v Field length Small (40) v

Add

3. To confirm the changes in this section, go into an incident record in the Self-Service View
and the TeamViewer Customer Control should be visible as shown here:

= Incident -—
= INCOD10102|[Self Service view] i \/\- = Follow v  Update | Resolvelncident = Delete

Number INC0010102 B} Opened 2020-03-16 20:36:44
Caller Eric Santana Q| | @ Closed
Watch list 8 & Impact 3-Llow v
State New v
Short description Test Customer URL Link Q

Related Search Results »

Additional comments (Customer Additional comments (Customer visible)
visible)

Post

Activities: 1

ES Eric Santana Field changes = 2020-03-1620:37:10

Impact  3-Low
Incident state ~ New
Openedby  Eric Santana
Priority  5-Planning

TeamViewer Remote Control

Clicklink to receive support via TeamViewer: No Session Code created yet.
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1.4.4 Adding the TeamViewer Connection Report to the Form

The next step is to add the TeamViewer Connection Report to the form, this related list shows the
connection history for the open task record. More information on adding a related list to a form can
be found here: https://docs.servicenow.com/bundle/vancouver-platform-

administration/page/administer/form-administration/concept/configure-form-

layout.html#t AddARelatedList.

1. Open the form of the Task extended record type (e.g. problem, change request, requested
item), where you want to add the TeamViewer Connection Report

2. Right click on the form’s header a go to Configure -> Related Lists

< = Problem
= PRB0000014
Save

Add to Visual Task Board
Number | PRB0000014 State
Close Problem

Business service Q_  Resolvelncidents Impact

Create Normal Change

Configuration item Windows Q

Create Emergency Change Urgency
Metrics Timeline

Change request Q Priority
Follow on Live Feed
Show Live Feed

Major problem Assignment group

Configure il Form Design

Knowledge
Export >

Form Layout

Short description | My laptop is performing very badly

Create Favarite All
Description | Afew days ago | made some modification to sc
Copy URL
previous state? o fevle
Copy sys_id Security Rules
Shaw XML Business Rules
Notes = Closureinformation — TeamViewer Remate Control History > Client Scripts
Reload form Ul Policies

Di Poli
Current TeamViewer Service Case:  Create Service Case to provide remote [ ata Policies
support Ul Actions

TeamViewer Customer Link: Notifications

Dictionary
Session Status:

Update | Delete

& N = oo Follow | ~ | Update | Delete

Known Error

3-Low

3-Low

5-Planning

Software o @
David Loo o @

Ring slowly. Is there any way to go back toa

Esm session Eclose Service Case

3. From the Available list, select the TeamViewer Connection Report and add it to the Selected

list by clicking the Add arrow.

Page: 24 of 73


https://docs.servicenow.com/bundle/vancouver-platform-administration/page/administer/form-administration/concept/configure-form-layout.html#t_AddARelatedList.
https://docs.servicenow.com/bundle/vancouver-platform-administration/page/administer/form-administration/concept/configure-form-layout.html#t_AddARelatedList.
https://docs.servicenow.com/bundle/vancouver-platform-administration/page/administer/form-administration/concept/configure-form-layout.html#t_AddARelatedList.

servicenow Integration Design Document Template

€ Configuring related lists on Problem form Cancel
Available Selected
Required Field Remediation-=Parent Incident->Problem

Service Task->Parent Problem Task->Problem
SLA Breakdown by Assignment->Task
SLA Breakdown Core->Task

SLA Repair Log Entry->Parent task
Stale CI Remediation->Parent

standard Change Proposal->Parent ~
Successor of >
Task SLA-=>Task -

Task->Parent <
TeamViewer Connection Repart
Ticket->Parent

Time Worked->Task
Variables->Task

Visual Task Board Card->Task

Cancel | SIS

View name: Default view

Related Links

Show versions

4. Clicking on Save to apply the changes on the view.

5. The TeamViewer Connection Report is now be visible under the related lists at the bottom
of the form.

= :;:&l]ggn & N = oo Follow -  Update  Delete * o)

previvus swae:

Notes  Closure Information = TeamViewer Remate Control

Current TeamViewer Service Case:  Create Service Case to provide remote Screate Service Case ES‘“ session ECInseServi:eCase
support
TeamViewer Customer Link: (59 share session code
Session Status:

Update | Delete

Related Links
Communicate Workaround
Post Knowledge

Post News,

Incidents ~ Problem Tasks ] TeamViewer Connection Report I

= | TeamViewer Connection Report Goto  Teamviewer Service Case ¥ =]

Connection Histories

=
¥
@ O\ = Teamviewer Service Case = Customer name = Duration = Notes = Session Start Date = Session End Date = Supporter H

No records to display

1.5 Roles
The application permissions model is based the following roles:

Permissions

admin Standard ServiceNow admin role that has
complete control of all configuration in the
application. Also, this role has all the
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permissions of the other roles listed in this
table

x_tvgh_enterprise.tv_user This role allows the user to use the
TeamViewer Application and see the
TeamViewer connection history for task
records assigned to them. Also, with this
role, user can:

e (Create and close Remote Control
Invites

e Create and close Assist AR Invites
e Can send SMS Assist AR Invite
e |nitiate Unattended Session

e Open the Online Service Cases
Module

x_tvgh_enterprise.session_history_user Can view the TeamViewer Connection
Report for the company wide connection
history for both Attended and Unattended
Connections

x_tvgh_enterprise.device_user Can Enable and Disable Unattended Access
in the Device [x_tvgh_enterprise_device]
table

1.6 Connection History and Scheduled jobs

1.6.1 Introduction

The TeamViewer Enterprise Integration for ServiceNow application keeps a history of connections
created from Sessions via ServiceNow for your account. This is stored in the Connection History
table. The information in this table is periodically refreshed and augmented with the relevant
information from the session, like the task reference, and its event logs.

1.6.2 Connection history refresh

The connection history is retrieved from TeamViewer via the APl on four occasions:
1. When a session is closed, the connection history for that session | is retrieved
2. Ascheduled job periodically (6 hours by default) retrieves the attended connection history

3. Ascheduled job periodically (6 hours by default) retrieves the unattended connection
history

4. A manual refresh of the connection history can be requested by a user with the proper role
from the TeamViewer Connection Report table list view.

1.6.3 Setting the scheduled job period

There are two scheduled jobs, one for Attended Access and the other for Unattended Access, that
periodically retrieves the connection history is by default set to run every 6 hours. This interval can
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be updated by the ServiceNow System administrator by updating the repeat interval on the

scheduled jobs.
Follow these steps to do this:

Role required: admin

1. Go to the System Definition > Scheduled Jobs

2. Open the record for each of these jobs:

a. TeamViewer - Retrieve Attended Access Report

b. TeamViewer - Retrieve Unattended Access Report

3. Run each job once, via the Execute Now button, to make sure the latest connection
history is retrieved, and no records are missed due to a changed period.

The scheduled jobs and the refresh action use the time period defined in the scheduled job
to determine how far back (in time) connection history must be retrieved. So, if the last job
ran 6 hours ago and you update the repeat interval to 3 hours, you miss 3 hours of

connection history if you do not run the job once first.

= Scheduled Script Execution

< | == TeamViewer- Retrieve Attended Access Report

Name

Active |+

Run Periodically

TeamViewer - Retrieve Attended Access Report

&
—_— oo0
l—

Update Execute Now

*k Repeat Interval Days | 0

Hours | 06

00

4. Update the repeat interval
5. Click on Update

1.7 Online Service Cases

Within the TeamViewer Enterprise Integration for ServiceNow application, a supporter can see all
the online service cases from one view, using the Online Service Cases Widget, which can be
accessed via TeamViewer Enterprise Integration = Online Service Cases.

Eb] TeamViewer Connections

Service P End
Description
case Customer
591-G38 INC0010104, Issue with printer  Athan
675 drivers GMAIL
INC0010108, Test- TV User Rele  Eric Santana
< > Rows 1-2of2

Assigned
user ID

ul43795712

ul43795712

Created

2020-08-25

End date

Session
type

Pilot

Remote
Control

Online

false

—n
i)
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1.7.1 Changing the columns

The columns shown in the Online Service Cases can be changed by the ServiceNow system
administrators and impacts all users of the application. To change the columns, follow these steps
to go into the widget instance options:

Role required: admin

1. Change your application ( Settings > Developer > Application) to TeamViewer
Enterprise Integration for ServiceNow

2. Go to TeamViewer Enterprise Integration > Online Service Cases
3. Press and hold ctr/ on your keyboard and right click anywhere on the widget

4. Click on Instance Options

. TeamViewer Connections

'TeamViewer Online Service Case' generated in : 0.007

Service . .
Description - eated A End date Online
case Instance Options
Instance in Page Editor ~

s40-692- INC0000003, Wireless access is down 2 -18-2018 01-31-2019 false
547 Page in Designer ~ 108:21 18:08:21

522-885- INCO000054, SAP Materials Managen Edit Container Background -20-2018 01-31-2019 false
003 is an outage 100:13 06:00:13

Widget Options Schema
Widget in Form Modal
Widget in Editor ~

< >  Rowsl-20f2

Log to console: $scope.data

Log to console: Sscope

5. Add or remove any columns in the Fields list

= TeamViewer Connections @

Data

Table

Sessions [x_tvgh_teamviewer_sessions] v

Filter

Fields

» service_case || % description | x end_customer_name | % assigned_userid % sys_created_on ¥ end_date x online

6. Click on Save at the bottom of the instance options dialog.
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1.7.2 Change the refresh rate

The Online Service Cases Widget automatically refreshes the data as long as the page is kept open,
by default the data is refreshed every 30s seconds. This can be changed by the ServiceNow system
administrator.

Roel required: admin
1. Follow steps 1 -4 from the section 1.7.1.

2. Change the refresh interval to your preferred setting, the setting is in seconds

Behavior

Link to this page

Order

Enable Filter

Refresh Interval

30

3. Click on Save

1.7.3 Display all service cases from TeamViewer

By default, only service cases from ServiceNow is visible, but one can show all available service
cases in TeamViewer.

Roel required: admin
1) To show all service cases in TeamViewer, go to Administration -> Properties

2) Activate or deactivate displaying of non ServiceNow cases in Online Service Cases.
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SErviCeNOW. scrvice Management @- am = @g

Filter navigator TeamViewer Properties m

Properties for TeamViewer Enterprise Integration

Admin Token (3)

TeamViewer Enterprise Integration

TeamViewer Invite Options ()

@ support Both Remote and Pilot | Both Remote and Pilot v

Attended Connection Report
Select what CMDB field will be used to map with alias when importing MCO Devices ()

Unattended Connection Report [asset_tag| asset_tag v

(® Online Service Cases Choose whether MDv2 or regular devices are used to match to Configuration ltems (7)

W Administration ‘ regular_devices | regular_devices v‘

— Email templates Display Non Servicenow Service Cases in Online Service Cases @

[OYes|No

(i) REACH Setup

_ Support shall join suppert session from web browser (3)
= Unattended Devices

client_based | client_based v

(@) Properties

Log TeamViewer interactions in ticket ()

mYes| No

1.8 Configuring email templates

1.8.1 Introduction

The Share Session Code functionality on the TeamViewer Remote Control uses the standard Quick
Message functionality from ServiceNow to send the session code per email to the customer.
Administrators can define the templates for these quick messages.

Please note that for sending e-mails an e-mail service must be setup and activated in this instance.
(System Properties > Email Properties)

1.8.2 Naming convention

Since we use the standard Quick Message functionality of ServiceNow, the Email window shows all
the available Email templates in the ServiceNow instance, including email templates created for
other applications. To distinguish the email templates for TeamViewer Integration, it is advised to
use a clear naming convention for your Quick Messages, e.g.:

e TV_ShareSessionSimple
e TV _ShareSessionAdvance

e etc.

1.8.3 Creating and editing email templates

ServiceNow system administrators can create new quick message templates and edit existing
templates. The email templates for the TeamViewer Integration for ServiceNow application can be
accessed via the TeamViewer Integration application.

More information on creating an email template can be found in the ServiceNow documentation:
https://docs.servicenow.com/bundle/utah-platform-
administration/page/administer/notification/task/t CreateAnEmailClientTemplate.html#t CreateA
nEmailClientTemplate
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To edit or create an Email Template, follow these steps:

Role required: admin

1. Change your application ( Settings > Developer > Application) to TeamViewer
Enterprise Integration for ServiceNow

2. Go to TeamViewer Enterprise Integration > Email templates
3. Click on an existing Email Template or click on New

4. Fillin the form, you can use variables substitutions to use fields from the task record, e.g.
S{caller_id}

= Email Client Canned Messages &

< | = templatel 000  Update | Delete

1t

Title | Templatel
Active v
User
Application | TeamViewer integration for ServiceNow ®
Group

Body
B 7 & U Font Family ~  Font Sizes v BB~ Az ¥ B~ & &

KA
'3y

m
1]
il

N B o

Dear ${caller_id},
A Teamviewer remote support session has been created to solve your case.
Please follow the link to join the remote support session:

Teamviewer session

Best regards,

p

Update Delete

5. Click on Update (for an existing record) or Submit (for a new record)
1.9 Configure for use in Agent Workspace or Now® Experience Ul Framework

1.9.1 Configure Attended and Unattended Access

TeamViewer meeting controls for attended and unattended access is now available for use in Agent
Workspace and Now® Experience Ul Framework forms (Quebec and later only).

The TeamViewer controls can be made available in the contextual side panel on incidents and task
records, please follow these steps to set this up:

1. Navigate to: Workspace Experience > Actions & Components > Contextual Side Panel
2. Click “New” to create a new configuration record.
3. Fill the form (see image below for reference)

a. Fill the following values in the main form section

i. Action Label: “TeamViewer Controls”

Page: 31 0f73



servicenow

Integration Design Document Template

Vi.
Vii.

viii.

Action name: “TeamViewer-Controls”

Implement as: Ul Component

Specify Ul component: tvgh-teamviewer-control

Table: incident (this can also be any other task table)

Order: set to “0” if you want this to be the default selected tab
Icon: select an appropriate icon (e.g. “monitor outline”)

Optionally, fill in the other values

b. Fill the values under the conditions tab

Client conditions: isNewRecord —is — false

Required Roles: x_tvgh _enterprise.tv_user

c. Clear the values under the Component Attributes tab to make sure they are picked
dynamically from the page.

4. Save the form

< | = Action Assignment
== New record [Advanced view]

% Action label  Teamviewer Controls Application  Global ®
Actionname  teamviewer-controls Workspace Q
Implemented as Ul Component v *k Table Global [global] v
>k Specify Ul tvgh-teamviewer-control o @ View [}
(umpunem
> lcon  monitor-outline o @ Active v
Order 0
Tooltip
Description
Component Attributes ~ Conditions ~ Confirmation Settings
Script Condition
Client Conditions Add Filter Condition Add "OR" Clause
isNewRecord v is v false v AND | OR x
Record Conditions  Add Filter Condition ~ Add "OR" Clause
-- choose field - v --oper - - value -
Required Roles x_tvgh_enterprise.tv_user Requires create access

1.9.2 Configure Online Service Cases Workspace Agent Module

TeamViewer Online Service Cases is now available for use in Agent Workspace and Now®
Experience Ul Framework forms (Quebec and later only).

The TeamViewer Online Service Cases can be made available as a workspace module, please follow
these steps to set this up:
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1. Navigate to Workspace Experience > Workspaces > Administration > All Workspaces and
click a workspace

2. On the Workspace Modules tab, click New to create a new application module for your
workspace (Please make sure you are in the same application scope in which the
experience is created. If you for example want to add the “Online Service Cases” to Agent
Workspace you should create the new workspace module in the Agent Workspace
application scope. Please use the Application Picker to select the scope — see screenshot
below)

ﬁ Default [A... W AgentWor... ¥

3. Fill the form (see image below for reference)

Vi.

Vii.

* 1D online_service_cases o]

Label

ID: online_service_cases

Label: Online Service Cases

Icon: headset-fill

Type: Full

Content Component: tvgh-teamviewer-online-service-cases

(optional configuration) Page Size: controls the maximum number of records
shown at a time. Defaults to 20 records.

(optional configuration) Refresh Interval: controls how frequently (in
milliseconds) the list is refreshed. Defaults to 30000 (30s).

Application Agent Workspace

3k Workspace Agent Workspace Q@

* leon headset-ill

* Type Full

Active

v Hide Until Ready

Order

Required system properties

300

Module Content View

Content component

Roles & X_tvgh enterprisety_user

tugh-teamviewer-or Content Component Settings

Refresh Interval 30000

Page Size 20

1.10 Configure logging service cases status into task activity

Role required: admin

1. Connect to ServiceNow with the required user and role(s)

2. Go to module within the Application: Administration = Properties
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3. Setunder “Log TeamViewer interactions in ticket” if opening and cancelling service cases
should be logged into Activity

seFVicenow Service Management @ - O\ BE Im [ 0 @

Filter navigator TeamViewer Properties

5] Properties for TeamViewer Enterprise Integration

Admin Token (7)

Ul Home

T ‘

TeamViewer Enterprise Integration

TeamViewer Invite Options @

@ ST Both Remote and Pilot | Both Remote and Pilot v
Attended Connection Report
Select what CMDB field will be used to map with alias when importing MCO Devices (%)
nattended Connection Report ‘ asset_tag| asset_tag v
® Online Service Cases Choose whether MDv2 or regular devices are used to match to Configuration Items ()
¥ Administration regular_devices | regular_devices v ‘
= Email templates Display Non Servicenow Service Cases in Online Service Cases (7)

[Yes| No

) REACH Setup

o Support shall join support session from web browser ()
— Unattended Devices

client_based | client_based v ‘

@ Properties

Log TeamViewer interactions in ticket (3)

mYes| No

1.11 TeamViewer supporter link direct to browser or client configuration
Role required: admin

1. Connect to ServiceNow with the required user and role(s)
2. Go to module within the Application: Administration = Properties

3. Set under “Support shall join support session from web browser” if supporter links opens to
browser based or client based TeamViewer.
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SErviCenOW. service Management

Filter navigator

TeamViewer Enterprise Integration
(© support
Attended Connection Report
Unattended Connection Report
(D Online Service Cases
¥ Administration
= Email templates
i) REACH Setup
— Unattended Devices

(™ 5
Properties

@ cmme ®m

TeamViewer Properties

Properties for TeamViewer Enterprise Integration

Admin Token (3)

TeamViewer Invite Options (%)

Both Remote and Pilot | Both Remote and Pilot v

Select what CMDB field will be used to map with alias when importing MCO Devices (2)

[asset_tag | asset_tag v

Choose whether MDv2 or regular devices are used to match to Configuration Items (3)

regular_devices | regular_devices v

Display Non Servicenow Service Cases in Online Service Cases @

[JYes|No

Support shall join support session from web browser (3)

client_based | client_based v‘

Log TeamViewer interactions in ticket (3)

[aVes|No

Using the integration

1.12 Introduction

Once the TeamViewer Enterprise Integration app has been properly installed and configured, it can
be used to create service cases, via “Create Remote Control Invite” or “Create Assist AR Invite”, and
remotely access and control end users’ devices.

1.13 Creating TeamViewer Service Cases
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The first time each user attempts to create a service case, he/she will be prompted to login with
their TeamViewer credentials as shown below.
SErviCenoOW seniceAutomation

= Incident
incidents ® < = nconos f -\/‘- E LI Follow  ~  Update

= @ Location Contacttype  Phone

E TeamViewer Management Console - Google Chrome - State  Active

& login.teamviewer.com/LogOn/PopUp?returnUr=%2Foauth2%2Fauthorize%3Frespo... &

s[Q e
E TeamViewer

Assignment group

Assignedto  Abel Tuter

Log in to Your Account

; info@example.com
Related Search Results

Password

Ewer Remote Control

' not a robot ase to provide Create Remote Control Invite

Start session

n Share session code

Copyright © TeamViewer Germany GmbH 2020 Imprint | Privacy Policy | Copyright | Goolde Seftint

Task SLAs =~ TeamViewer Connection Report (2)

TeamViewe ~

Servicenow serice Astomation Default [Tez

Incident
incidents ® < = incoorones

= @ Location a Contact type Phone

[5] TeamViewer Management Console - Goegle Chrome - =] x I State | Active

& login.teamviewer.com/oauth2/authorize?response_type=code&display=popup%3fr...

E TeamViewer

Request for permission
ServiceNow Enterprise App is requesting the following permissions:

Assignment group

& E @ Assigned to Abel Tuter

Account management

Session management

Related Search Results
Group management

Connection reporting

pwer Remate Control

ase to provide Create Remote Control Invite

E»] Start session
Bl  sharesession code

Copyright © TeamViewer Germany GmbH 2020 Imprint | Privacy Policy | Copyright | Cookde Settings | Apps

Task SLAs

TeamViewer Connection Report (2}

@ Eric Santana ~ O\ (] ® @

Resolve Incident ~ Delete 4,
v
v
Q
Qo
-

@

@ Eric Santana ~

B N = cee Follow - Update

Create Pilot Invite

Cancel Invite

SMS pilat invite

Q=@ &

Resolve Incident | Delete J
~
~
Q
Q@
-
@

=
K

Create Pilot Invite

Cancel Invite

SMS pilot invite
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This will only need to happen once per user and his/her access-token will be stored in the
ServiceNow platform until revoked by the user or the administrator from the TeamViewer
Management Console.

After the user has logged in successfully, the service case will be created. An example is shown in
the screenshot below:

Servicenow. senvice utomation DN oY ©@ccsoun- O P @ &
[T I—— 4 = s # Y = ooo  Follow |~  Update | Resolvelncident  Delete NN
Subcategory — None — ~ Assignment group Q,
Configuration item *ANNIE-IBM Q 2 E’] @ Assignedto | Abel Tuter Q| @
Impact | 3-Low ~
Urgency | 3-Low ~
Priority - Planning
Short description | Test- TV User Role 3.1 @

Knowledge
Related Search Results >
Help the Help Desk

Visual Task Boards _-_—
Notes = Related Records  Closure Information  TeamViewer Remote Control

Connect Chat
Incidents Current TeamViewer Service Case:  539-561-403 Create Remate Control Invite B Create Pilot Invite
Watched Incidents TeamViewer Customer Link:  https://getpilot.teamviewer.com/s3.. @ Start session @ Cancel Invite

My Rexpucsts Invite Status:  Invite created n Share session code :e SMS pilot invite

Requested Items.

Watched Requested It Update Resolve Incident Delete

Related Links

My Connected Apps Repair SLAs

My Profile
Task SLAs TeamViewer Connection Report (2)

My Tagged Documents

= Team\diewertunnemnnneportm Search = Teamviewer Service Case ¥ | Search

1 t2of2 = <

)
javascriptvoid(0)

1.14 Sharing Service Cases and establishing a connection

1.14.1 Share Session Code

Once the service case has been created, the supporter can easily share the session link with the end
user by clicking “Share session code”. That will open the email window where the supporter can
select a pre-defined email template. Please be aware that multiple templates, also for other
applications, might exist in your system and the TeamViewer email template is not pre-selected.

The end users email address and name as well as the customer link and the subject/body text of
the email can be automatically populated through the pre-configured templates. In the screenshot
below an example is shown.
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BB Compose Email - ServiceNow - Google Chrome - O x | B teamt x | @ @ 4 x | W Adobe x | +

% “mP0O0OH O T

ThingWorx @ Salesforce Tutorial

@ hittps//ven02736.service-now.com/email_client.do?syst table=incident8&sysparm_sys 5071a1347¢ e0ef563dbb3a7

Compose Email Quick Messages | Templatel v | & m

B26sys

Reply to (O\ ) @ rranpapiosas - O, P () &
To rick berzle@example.com; Add Recipient flone
# o = ocoo | Follow |- Update | Resolve | Delete 4N
Cc admin@example.com; Add Reciplent Template2 s
Beo Add Recipiant
>
Subject INCDOD0DS3 - Unable ta access team file share |

Attachments

B 7 U FontFamity =~ FontSzes <~ HE~ | A_ ~ WA~ &£ 2
freate Service Case E-]ﬁmllm-\mhn

L]
il
1]
ifi
4
i
.

Ay BE o
flose Service Case
Dear Rick Berzle, |
Team r remote support session ! d to solve
A Teamviewer remote support session has been created to solve your case. hare session code
Pleasa follow the link to join the remote support session: [

Teamulewer session

Best regards,

1 tolofl 3]
Problern B O,  S=sladefinion  SType  STarget  Stage  Businesstimeleft I Businesselopsedtime = Businesselopsed percentage I Starttime
Change . Priority 3 resolution ) 235 Days 10 Hours 45 2016-08-10
) sta Resolution  Inprogress  0Seconds e
o (1day) prog Minutes B5u8 09:14:29
Configuration
i row v 1 tolofl .

O]

The supporter can then select ‘Start Session’ immediately and will wait in a virtual lobby until the
end user clicks the link after which point the remote-control session will be established. Otherwise
the supporter can wait until the end user selects the link first (in which case he/she will appear as
online in the Active sessions screen) and then start the session.

1.14.2 SMS Assist AR Invite

If a supporter creates a Service Case via Assist AR Invite, the supporter can send a text message
(SMS) to the end user with the link to initiate an Assist AR session. This can be done by clicking the
“SMS Assist AR invite” after an Assist AR invite has been created as shown below:

Motes = Related Records = Closure Information =~ TeamViewer Remote Control

Current TeamViewer Service Case: ~ 539-561-403 Create Remote Control Invite @ Create Pilot Invite

TeamViewer Customer Link:  https://getpilot.teamviewer.com/s3... @ Start session @ Cancel Invite

Invite Status:  Invite created n Share session coda | E? SMS pilat invite

After the supporter clicks the above button, a pop up window will show up with a pre-populated
phone number gathered from the end user’s record (referenced in the Caller field of the
incident/task) in ServiceNow as shown below:
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Notes  Related Records ~ Closure Information  Team\

Maobile Number
Current TeamViewer Service Case:  538-561-403
+18575409652

TeamViewer Customer Link:  https://getpil

Invite Status:  Invite createc

SMS Invite

ol Invite

m e

=

Create Pilot Invite

Cancel Invite

SMS pilot invite

The supporter must verify that the number is in the international format before clicking the Send
button. After clicking send and the phone number is valid, the supporter will be notified, on top of
the form, that an invite has been sent to the customer as shown below:

Servicenaow servieAutomation

= Incident
Filter navigator < = Incooto1os
(@ Invite sent via SMS.
Self-Service
Number INC0010109
Homepage
Caller | Eric Santana G,
Business Applications
Lecation Q
Dashboards
Category Inquiry / Hel,
Service Catalog auy/Rep
Subcategory —None —
Knowledge
Configurationitem | “ANNIE-IEM a
Help the Help Desk
Impact 3-Low
Visual Task Boards
Urgency 3-Low
Connect Chat
Priority | 5-Planning
Incidents
Short description Test - TV User Role 3.1

Waiched Incidents

My Requests.

Requested ltems

Notes  Related Records  Closure Information

Watched Requested ltems

My Connected Apps
Current TeamViewer Service Case:  539-561-403
My Profile

My Tagged Documents
J Invite Status:  Shared By SMS

s T

O]

TeamViewer Customer Link:  https://getpilot.teamviewer.com/s3..

ﬁ Default [Tee
& VS e Follow
=
Opened
[N 6] Opened by
Contact type
State

Assignment group

HCSE

Assigned to

Related Search Results »

TeamViewer Remote Control

Create Remote Control Invite

8

n Share session code

TeamViewe

Start session

- Update

2020-09-11 11:02:18

TV User Role (3.1 role)

Phone

Active

Abel Tuter

@ Eric Santana ~

8
a8
K]

Q F Q@ &
v

Resolve Incident Delete

s ]

Create Pilot Invite

Cancel Invite

SMS pilot invite

The supporter can then select ‘Start Session’ immediately and will wait in a virtual lobby until the
end user clicks the link after which point the remote-control session will be established. Otherwise
the supporter can wait until the end user selects the link first (in which case he/she will appear as
online in the Active sessions screen) and then start the session.

Please note: In order for this this feature to work properly, the supporter needs to have a

TeamViewer Pilot subscription assigned to him/her.
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1.15 Initiate TeamViewer Unattended Session

In any task-based records, like Incidents, that has a field with reference to a configuration item (or
its children tables) that is properly registered for Unattended Access (from Section 8.3), supporters
can start an Unattended Session to that device (as long as the device is online and has TeamViewer
app running) by clicking on the TeamViewer Icon located on the right side of the configured field on
a task form as shown here for example:

ServiCenNOw serice Automation ﬁ Default[Tez v =l TeamvViewe @ EricSantana ~ Q& @ @
——— Sl < = eoonos # = oo folow | - Updale | Resobvelncident  Delete AN
Number | [EIO0EE g‘ Opened | 2020-03-06 09:18:38
Favorites.
Caller | Adela Cervantsz Q |2 ® Opened by  Eric Santana Q|| ®
Incident - INCO010094 - Itil User ...
Location | 8609 Mills Drive, Miami FL SN O] Contact type Phone ~
Incident - INCO010095 - unatten. ..
Category Inquiry / Help v State New v
Self-Service
Subcategory -~ None - ~ Assignment group =%
Incidents
Configuration item *DUDE-IBM Q Assigned to Q
——————
Waiched Incidents
Impact 3-Low v
Service Desk
Urgency 3-Low v

Incidents
Priority | 5- Planning

Incident

L]

Short description Unattended Device Session

(Create New

Related SearchResults »

Assigned to me

Open
Notes  Related Records = Closure Information = TeamViewer Remote Control

. Current TeamViewer Service Case:  Create Service Case to provide Create Remate Control Invite @ Create Pilot Invite

remote support
Closed
TeamViewer Customer Link: Start session Cancel Invite

All -
Invite Status: n Share session code Ee SMs pilot invite

Overview

Critical Incidents Map Update | ResolveIncident | | Delete

@ L3

1.16 View Connection Reports

1.16.1 Attended Connection Report

In the TeamViewer Enterprise Integration application, you can see company-wide reports of
Attended Connections by going into the module Attended Connection Report as shown here:
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TeamViewer Enterprise Integration

Support

Attended Connection Report

Unattended Connection Report

Event logs

Online Service Cases

‘W Administration

Email templates

REACH Setup

Unattended Devices

Properties

Furthermore, in every module (Incident, Problem, Change Request, Control Request) the admin has
the ability to add a Related list object with the list of remote-control sessions used to solve the
specific incident.

The list is refreshed either when a service case is closed or when the ‘Refresh’ button is pressed.
Below is an example of the connection report.

SErviCeNOW: service Automation DRSS 5 R @ccsomna- O F @ &
Filter navigator < =) & W = oo Folow | Update  Resohveincident | Delete AN ), |
= * ® Notes = Related Records  Closure Information |~ TeamViewer Remote Control

Self-Service

Current TeamViewer Service Case:  Create Service Case to provide qua‘e Service Case Star'tsessw‘on

Homepage remote support

Close Service Case

Business Applications

R TeamViewer Customer Link: [52) share session code
Session Status:
Service Catalog
Knowled,
owledge Update Resolve Incident Delete
peluti=l e ek Related Links
Repair SLAs
Visual Task Boards
Connect Chat TaskSLAs | TeamViewer Connection Report (4)
Incidents = TeamViewer Connection Report Search = Session End Date ¥ Search
1 to4ofa
Watched Incidents ° =l
= " .
My Requests [ Connection Histories
;jé‘; Q, = Teamviewer Service Case = Supporter = Customer name = Duration = Session Start Date = Session End Dat
Requested ltems
— Sebastiaan de

Watched Requested ltems O] 564-436-081 Viaam Adela Cervantsz 10 Seconds 2020-03-0621:08:34 2020-03-0621:08:4
My Connected Apps

il @ 541-869-141 \S;E::a;t‘aaﬂ i Adela Cervantsz 12 Seconds 2020-03-06 20:31:17 2020-03-06 20:31:2
My Profile
My Tagged Documents
My Tags 0 530-868-790 Sebastiaan de Adela Cervantsz 12 Seconds 2020-03-06 17:17:49 2020-03-06 17:18:0

W Viaam

@ -
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1.16.2 Unattended Access Report

In the TeamViewer Enterprise Integration application, you are able to see company-wide reports of
Unattended Connections by going into the module Unattended Connection Report as shown here:

TeamViewer Enterprise Integration

Support

Attended Connection Report

Unattended Connection Report

Event logs

Online Service Cases

W Administration

Email templates

REACH Setup

Unattended Devices

Properties

1.16.3 Event Logs

When viewing a Access Report, you are able to view the event logs generated during the session.
To view them, open up a report and view the related lists at the bottom.

There are different types of event logs: File transfer, screen blacked out, remote input disabled,
session recording and action steps. Each one of them has their own separate table (extended from
the Event logs table) where additional information might be stored. There are other type of event
logs that we do not consider relevant at the moment. Those event logs stay at the “default” Event
logs table.

1.17 OAuth Token Management
Role Required: Admin

When Supporters logs into their TeamViewer Account in ServiceNow when creating a Service Case,
ServiceNow stores the User’s Access Token and Refresh Token in the ServiceNow’s OAuth
Credentials [oauth_credential] table. You can find the list of tokens under module System OAuth ->
Manage Tokens:

System DAuth

Application Registry
JWT Providers

JWT Keys

Manage Tokens
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In this list you can review the Tokens stored for this application under the name TeamViewer

Enterprise OAuth:

= 0OAuth Credentials m Search | Peer Namew¥ | Search

Y Al
o2 (o} = Mame

Search

TeamViewer Enterprise OAuth

=

=

TeamvViewer Enterprise OAuth

=

TeamViewer Enterprise OAuth

TeamViewer Enterprise OAuth

=

TeamViewer Enterprise OAuth

=

= Expires
Search

2021-03-15 15:11:38

2020-03-21 15:11:38

2120-03-09 21:25:06

2120-03-12 00:21:38

2021-02-28 12:5%:29

To see what user tokens and type of token are stored in the above list, you can personalize the

columns by pressing the gear button

%5

Columns User and Type as shown below:

= OQAuth Credentials m Search PeerNamev | Search

T Al
€25 Q, = Name
Search
(D TeamViewer Enterprise OAuth
(D TeamViewer Enterprise OAuth
@ TeamViewer Enterprise OAuth
(D TeamViewer Enterprise OAuth
@ TeamViewer Enterprise OAuth

= User
Search

Eric Santana

Eric Santana

System Administrator

ITIL User (TV User )

Sebastiaan de Vlaam

= Type
Search

Refresh Token

Access Token

Refresh Token

Refresh Token

Refresh Token

,located on the left side of the page, and add the

= Expires
Search

2021-03-15 15:11:38

2020-03-21 15:11:38

2120-03-09 21:25:06

2120-03-12 00:21:38

2021-02-28 12:59:29

From here, you can revoke access to TeamViewer by selecting the User’s Refresh and Access Token

and delete with the Delete Ul Action button. For example:
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=  OAuth Credentials m Search PeerNamev¥  Search

? All=User = Eric Santana
i

5% (o} = Name
Search
v Gj TeamViewer Enterprise OAuth
v @ TeamViewer Enterprise OAuth

b Actions on selected rows... ¥

Actions on selected rows...

Revoke Access

Create Application File
Assign Tag:

Newtag

= User

=Eric Santana

Eric Santana

Eric Santana

= Type
Search

Refresh Token

Access Token

= Expires

Search

2021-03-15 15:11:38

2020-03-21 15:11:38

Upgrading from TeamViewer Remote Support Integration

1.18 Introduction

This section will go over the process of upgrading from TeamViewer Remote Support Integration
Application installed in your instance to TeamViewer Enterprise Integration as these two
applications are in different scopes and store data in different tables. This guide will instruct how to
import the data into TeamViewer Enterprise and how to properly install the application

1.19 Upgrading from before TeamViewer Enterprise 3.4

When upgrading from before TeamViewer Enterprise 3.4, a possible upgrade issue may occur,
where generating or viewing sessions does not work anymore. If this occurs, this following steps

may help rectify it.

1. Go to System Diagnostics -> Upgrade History
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Servicenow senice Management

upgrade

= *

MID Server
Upgrade History
System Definition
Batch Install Upgrade History
System Diagnostics
Upgrade Monitor (legacy)
Upgrade History

Upgrade Log

®
©

2. Open the record relating to your upgrade of TeamViewer Enterprise. This can usually be
found in the “To” column with the name “x_tvgh_enterprise”

= % [ SystemUpgrades | sys_upgrade history| Upsrade started | up = | Search

All

et From
from_version

To

to_version

Search

| Search

n/a

¥ tvgh_enterprise

glide-utah-12-21-2022 patch4-hotfix2-06...

glide-utah-12-21-2022_ patchl-hotfix1b-0..

glide-utah-12-21-2022 patch4-hotfix2a-0...

glide-utah-12-21-2022 patch4-hotfix2-04...

3. With the record open, look for the tab “Skipped Changes to Review”, and look for a
record with the file name “oauth_entity_40e27176dbf39d10e03c¢1f83059619a3". If
this record does not exist, look for the same record under “Customizations
Unchanged”. If you could not find this, perhaps look for another upgrade record from

step 2. If you found this record, open it.

Page: 45 of 73



servicenow. Integration Design Document Template

— System Upgrades : o [Py ble fields =
= xitvghienterpﬂse|sysiupgradaimsturﬁ, [scratchpad][table fields][toggle label] = @ Delete
From|from_version nfa Upgrade started | 2023-04-21 10:35:46

upgrade_started
To|to_version x_twvgh_enterprise
- Upgrade finished | 2023-04-21 10:35:53
upgrade_finished

Upgrade History Details | Review Skipped Records

Changes skipped | 1 Changes skipped - The total number of records that were different from the previous
changes_skipped upgrade and the upgrade component was not applied. To learn more, see Skipped
Changes to Review

Changes applied| 1 Changes applied - The total number of changes that were applied as a part of this

changes_applied upgrade
s Changes processed - The total number of records that were processed as a part of
Changesprocessed | 2 this upgrade

changes_processed

Copies to review - The total number of copied records to review whose base record
has been upgradad

Claim outcomes to review - The total number of records impacted by claims as part
of this upgrade. To learn more, see Claim Outcomes to Review

Copiestoreview| 0
copies_to_review

Skipped Changes to Review (1) |jSkipped Changes Reviewed | Copiesto Review | Copies Reviewedl | Customizations Unchanged (3) |JChanges Applied (1)

utcomes to Review

= 7 Skipped Changesto Review | [scripted relation] | File name | file_name = | Search & — | Actionson selected rows..[x |m
Upgrade Details
D Q File name Disposition Claim Status Priority Resolution Comment Target name
file_name disposition claim_status type_priority resolution_status comments target_name
. - - . . . TeamVi
I oauth_entity_40e27176dbf39d1003c1783059.. I Skipped @ Priority 5 Not Reviewed camviswer
Enterprise OAul

3

1tolofl

4. Click on the Ul Action button “Revert to Base System”

gfg::;g;ez‘gfgqrzl 10:35:49\sys_upgrade_history_lag [scratchpad][table fields][toggle label] ¢ @ = - I Update I?

Resolve Conflicts Ill Revert to Base System Ill Delete ]?
Use the following fields to track your progress in resolving skipped records:

« Priority is based on the elements contained in the record. For example, a Business Rule has a higher priority than a Ul Page because it contains script, XML, and HTML fields.
® Use Resolution Status to keep track of whether the skipped record was reviewed and ignored, retained in its customized form, or reverted to the base system version.
* You can add Comments to a record to keep a log of your thoughts and actions.

Filename|file name oauth_entity_40e27176dbf39d10e03c1f8305961%a3

Priority | type_priority | Priority5]5 v

Comment | comments </

Resolution | resolution_status | NotReviewed | not_reviewed v
Disposition | disposition Skipped|4 Target name | target_name TeamViewer Enterprise OAuth
Type|type Application Registries Update set| update_set

Plugin | plugin  x tvgh_enterprise

Table| sys_source_table

| The Resolve Conflicts page displays a side-by-side comparison of the base system record and the corresponding customized record. Use the built-in diff editor to resolve conflicts in multi-line text fields.

2
I Update

3[ Resolve Conflicts l?

Revert to Base System |° | Delete

Related Links
Show Related Record?

5. Upon reverting this record, open the TeamViewer Enterprise plugin under the Plugins
page, and click on “Repair Application”

The TeamViewer functionalities should now work again.
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1.20 Upgrade Guide
Role Required: Admin

1. Backup Data from TeamViewer Remote Support Integration
a. Backup Task [task] Records with A Session Reference
i. Inthe filter navigator, type in task.list and press enter:

task list ®

(=)

ii. Inthe list, personalize your columns with the gear icon Q to add the
Session field to the list view. Then filter the list with Session is not empty
as shown here:

= Tasks m Search | Number ¥ | Search

? All>Session is not empty
Run Save... AND OR | AddSort | %=
Session v is not empty ¥  AND | OR | X
© QO  =Mumbera = Priority
Search Search Search
{:D INCO010002 s87-499-676 5- Planning

iii. If the list is not empty, export this filtered list as an Excel, and download
the file, as shown here:

Session v is not empty v | AN
% O,  =Numbera = Session

Sort (atoz)

Sort (ztoa) 1 Search
® i Show Visual Task Board 87-499-676
Actionson:  OTOUP BY Number

Bar Chart

Pie Chart

Configure >

Import

Export > 1 Excel (xsx)

Update Selected csv

Update All XML

Create Application Files JSON

PDF >

Import XML
Export Set
Show XML
b. Backup Sessions [x_tvgh_teamviewer_sessions] records
i. Inthe filter navigator, type in x_tvgh_teamviewer_sessions.list and press

enter:

x_twvgh_teamviewer_sessions.list ®

0}
ii. Inthe list, personalize your columns with the gear icon f'? to add all
available fields to the list view as shown here and click OK:
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[oN

Personalize List Columns

Available
>
<
+ | Wrap column text Compact rows

+ | Modemn cell coloring

+ | Enablelistedit |+~ Double click to edit

X

Selected

Service case
End date
Assigned user ID
Description

End Customer
End Customer Link
Entity ID

Expired

Groupd ID
Created

Created by
Online

State

Tags

Updated
Updated by

Active row highlighting

iii. Export this list as an Excel, similarly to step 1.iii, and download the file.
Backup TeamViewer Connection Report [x_tvgh_teamviewer_session_history]
i. In the filter navigator, type in x_tvgh_teamviewer_session_history.list and

press enter:

x_tugh_teamviewer_sesslun_histnry.li@

=H
ii. Inthe list, personalize your columns with the gear icon f'} to add all
available fields to the list view as shown here and click OK:
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Personalize List Columns

Available

+ | Wrap column text

Compact rows

+* | Modemn cell coloring

v

Export this list as an Excel, similarly to step 1.iii, and download the file.

Enable list edit

+  Double click to edit

Selected

Teamviewer Service Case

Customer name
Duration

Notes

Session Start Date
Session End Date
Supporter

Case description
Connection Id
Created

Created by
Customer email
Feedback

Record ID

Record Type

Tags

Active row highlighting

X

d. Backup TeamViewer Event Logs [x_tvgh_teamviewer_event_log]

In the filter navigator, type in x_tvgh_teamviewer_event_log.list and press

enter:

x_tvgh_teamviewer_event_log.list ®

(=T
ii. Inthe list, personalize your columns with the gear icon Ii? to add all
available fields to the list view as shown here and click OK:
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Personalize List Columns

Available Selected

Connection ID

Created by(created_by)
Event name
Timestamp
Connection Report
Created

Created by(sys_created_by)
Tags

Updated

Updated by

Updates

+| Wrap column text Compact rows Active row highlighting

+| Modern cell coloring

+ Enable listedit |+ Double clickto edit

iii. Export this list as an Excel, similarly to step 1.iii, and download the file.

2. Uninstall TeamViewer Remote Support Integration. For details on how to uninstall the
application can be found here from ServiceNow:
https://docs.servicenow.com/bundle/vancouver-application-
development/page/build/applications/task/t DeleteAnApplication.html

3. Install TeamViewer Enterprise Integration for ServiceNow. For details on how to install the
application can be found here from ServiceNow:
https://docs.servicenow.com/bundle/vancouver-application-
development/page/build/applications/task/t InstallApplications.html

4. Load backup data and Import Data
In this part of the guide, it will use the Import Set feature in ServiceNow to load the data
from the original application. ServiceNow Documentation on Import Sets can be found
here: https://docs.servicenow.com/bundle/vancouver-integrate-
applications/page/administer/import-sets/reference/import-sets-landing-page.html

a. Import Session Data from the backup Excel file created in Step 1.b.iii
i. Go to module System Import Sets -> Load Data and create a new Import Set
table called TeamViewer Session Backup and upload the file from Step
1.b.iii. Afterwards click on Submit, as shown here:
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Importsettable o Create table

Existing table

% Label TeamViewer Session Backup ]

Name . .
u_teamviewer_session_backup_

Source of the import @ File

Data source
File Choose File |x_tvgh_teamvi...essions.xlsx
Sheet number 1
Header row 1

ii. After the file is uploaded, click on Create transform map as shown here:

Progress
Name ImportProcessor
State Complete
Completion code Success

Message Processed: 1, inserts 1, updates 0, errors 0, empty and ignored 0, ignored errors 0 (0:00:01.600)

Next steps...

Importsets  Go to the import sets for this data load

Loaded data  Go to the newly imported data inside the staging table: u_teamviewer_session_backup_

Create transform map ICreate a transform map for the newly staged data

Import log  View the import log

iii. Create the transform map in with the following configuration and Save on
the record:

= ¢ =
*) Name TeamViewer Sessions to Eﬂterprisd ® Application TeamViewer Enterprise Integration for Se @
> Source table u_teamviewer_session_backup_ v Created
Active v % Targettable Sessions [x_tvgh_enterprise_sessi... ¥
Run business rules v Order 100
Enforce mandatory fields No v Run script
Copy empty fields

Create new record on empty

coalesce fields

iv. Then on the form, click on Auto Map Matching Fields, in Related Links, to
match the fields properly in the import process:
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Related Links

| Auto Map Matching Fields
Mapping Assist

v. Review the generated Field Maps and make the Service Case field’s
Coalesce to true, as shown here:

Field Maps (12) = Transform Scripts

=  Field Maps m

@ = Source field = Target field = Coalesce
@ u_assigned user id assigned_userid false
@ u end customer end_customer_name false
@ u_online online false
@ u_expired expired false
@ u end date end_date false
@ u_entity id entity_id false
@ u valid until valid_until false
@ u tags sys_tags false
@ u end customer link end_customer_link false
@ u_description description false
@ u_service case service_case | true [
@ u_state state false B

vi. Afterwards, click on Transform and select the Map TeamViewer Sessions to
Enterprise and click on Transform:

Related Links

Auto Map Matching Fields
Mapping Assist
Transform

Index Coalesce Fields
<  Specify Import set and Transform map

> Importset ISET0010008 - u_teamviewer_session_backup_ (2020-03-23... ¥

Available maps Selected maps, run in order
TeamViewer Sessions to Enterprise - x_tvgh_enterprise_sessions

Add
>
<

Remove

vii. Review your results. If successful, the import is complete as shown here:
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Progress

Name Transforming: ISET0010008
State Complete
Completion code Success

Message Transformation complete

Next steps...

ISET0010008  Go to the import sets for this data load
Transform history ~ Show the transform history, related errors and log

Importlog  View the import log

b. Update Task Records based on the backup Excel file created in Step 1.a.iii
i. Go to module System Import Sets -> Load Data and create a new Import Set
table called TeamViewer Task Backup and upload the file from Step 1.a.iii.
Afterwards click on Submit, as shown here:

Importsettable g Createtable

Existing table

* Label TeamViewer Task|Backup B

Name u_teamviewer_task_backup

Source of the import @ File

Data source
File Choose File |incident.xlsx
Sheet number 1
Header row 1

ii. After file is uploaded, click on Create transform map, as shown here:

Progress

Name ImportProcessor
State Complete
Completion code Success

Message Processed: 1, inserts 1, updates 0, errors 0, empty and ignored 0, ignored errors 0 (0:00:01.097)

Next steps...

Importsets  Go to the import sets for this data load

Loadeddata  Go to the newly imported data inside the staging table: u_teamviewer_task_backup

Create transform map || Create a transform map for the newly staged data

Impertlog  View theimportlog

iii. Create the transform map in with the following configuration and Save on
the record:
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< = Table Transform Map
== New record

%k Name

%k Source table

Active

Run business rules

Enforce mandatory fields

Copy empty fields

Create new record on empty

coalesce fields

Field Maps (2)

Field Maps m

EE,II = Source field

@ u_session

@ u_number

Transform Scripts

TeamViewer Task to Task

TeamViewer Task Backup [u_teamwv...

v

v

No

@

v

Application

Created

% Targettable

Order

Run script

match the fields properly in the import process:

Related Links

Auto Map Matching Fields

Mapping Assist

i
& =
=

Global @

Task [task] v

100

iv. Then on the form, click on Auto Map Matching Fields, in Related Links, to

When the page reloads, review the generated Field Maps in the Related

List. In this list, make sure there are 2 Field Maps, For Session and Number,
and set Coalesce to true to Number. If there are additional Field Maps,
delete them. In the end, the list should look like this (take careful look the

red highlight):

= Target field

x_tvgh_enterprise_session

number

= Coalesce

false

1

to 2 of

true
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vi. Afterwards, click on Transform and select the Map TeamViewer Task to
Task and click on Transform:

Related Links

Auto Map Matching Fields
Mapping Assist
Transform

Index Coalesce Fields

¢ Specify Import set and Transform map

 Import set ISET0010007 - u_teamviewer task_backup (2020-03-23 15:... ¥

Available maps Selected maps, run in order
TeamViewer Task to Task - task

Add

>
<

Remove

vii. Review your results. If successful, the import is complete as shown here:

Progress
Name Transforming: ISET0010007

State Complete
Completion code Success

Message Transformation complete

Next steps...

ISETO010007  Go to the import sets for this data load
Transform history ~ Show the transform history, related errors and log

Importlog  View the import log

Please note: No new records shall be created in this import; only updates the Task records that
had a reference to a Session with the appropriate reference in TeamViewer Enterprise

c. Import TeamViewer Connection Report Data from the backup Excel File created in
Step 1.c.iii
i. Go to module System Import Sets -> Load Data and create a new Import Set
table called TeamViewer Connection Report Backup and upload the file
from Step 1.c.iii. Afterwards click on Submit, as shown here:
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Import set table

> Label

Name

Source of the import

File

Sheet number

Header row

@ Create table

Existing table

TeamViewer Connection Report Backup

u_teamviewer_connection_report_backup

@ File

Data source

Choose File |x_tvgh_teamvi...history.xlsx
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ii. After file is uploaded, click on Create transform map, as shown here:

Progress

Name ImportProcessor
State Complete
Completion code Success

Message Processed: 1,inserts 1, updates 0, errors 0, empty and ignored 0, ignored errors 0 (0:00:00.650)

Next steps...

Ilmportsets  Go to the import sets for this data load
Loaded data  Go to the newly imported data inside the staging table: u_teamviewer_connection_report_backup
Create transform map ~ Create a transform map for the newly staged data

Importlog  Viewthe importlog

iii. Create the transform map in with the following configuration and Save on

the record:
== Table Transform Map -+
< | /= Newrecord é =
%k Name TeamViewer Connection Report to Entdff Application Global @
>k Source table TeamViewer Connection Report Ba... ¥ Created
Active v sk Targettable Connection History [x_tvgh_enterp... ¥
Run business rules v Order 100
Enforce mandatory fields No v Run script
Copy empty fields

Create new record on empty

coalesce fields

Related Links

Auto Map Matching Fields
Mapping Assist

iv. Then on the form, click on Auto Map Matching Fields, in Related Links, to
match the fields properly in the import process:
Related Links

Auto Map Matching Fields
Mapping Assist

v. When the page reloads, review the generated Field Maps in the Related
List. In this list, set Coalesce to true to Connection ID. In the end, the list
should look like this (take careful look the red highlight):
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= | FieldMaps m

@ = Source field

= Target field = Coalesce
@ u record id record_id false
® u_record type record_type false
@ u_duration duration false
@ u_case description session_note false
@ u_session end date closed_at false
@ u_customer name customer_name false
@ u_customer email customer_email false
@ u tags sys_tags false
@ u_teamviewer service case session_code false
(D u session start date created_at false
@ u supporter supporter_name false
® u feedback feedback false
@ u_notes notes false
(D u_connection id connection_id true

vi. Afterwards, click on Transform and select the Map TeamViewer Connection
Report to Enterprise and click on Transform:

< Specify Import set and Transform map

>k Importset

Available maps

Related Links

Auto Map Matching Fields

Ma
Transform

ing Assist

Index Coalesce Fields

ISET0010011 - u_teamviewer_connection_report_backup (2020-03-23 17:28:03) ¥

Add
>
<

Remove

Selected maps, run in order

TeamViewer Connection Report to Enterprise -x_tugh_enterprise_session_history
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vii. Review your results. If successful, the import is complete as shown here:

Progress
Name Transforming: ISET0010011
State Complete
Completion code Success

Message Transformation complete

Next steps...

ISET0010011  Go to the import sets for this data load
Transform history ~ Show the transform history, related errors and log

Importlog  Viewthe import log

viii. Go to Module System Definition = Fix Scripts , open and run the Fix Script
TV - Import Attended Session :

= Fix Script -—
= TV - Import Attended Session & —+ ooo Update  Delete

Name | TV-Import Attended Session Runonce
Active |+ Flush cache
Unloadable Before

Description | This fix script should be run , manually, as part of the updgrade guide in the Installation and Configuration guide.

saipp @ © || 2 B 58 Q v & | @ @ H % &

var reportGR = new GlideRecord('x_tvgh_enterprise_session_history');
reportGR.guery();
wvar task;
var number;
while(reportGR.next()}{
number = reportGR.session_note.toString().split("',"'}[@];
task = new GlideRecord( tosk’);
task.addQuery( "number', number);
task.query();

[ R Y. R T

o

18~ if(task.next()){

11 reportGR.setValue{ 'record_id', task.getUniquevValue());
12 reportGR.update();

13 i

14 T

Update Delete | Run Fix Script

ix. The import is now complete for Attended Sessions. You can review the
import data in module TeamViewer Enterprise Integration = Attended
Connection Report :

Page: 59 of 73



servicenow. Integration Desigh Document Template

TeamViewer Enterprise Integration

Support

Attended Connection Report

Unattended Connection Report

Event logs

Online Service Cases

W Administration
Email templates
REACH Setup
Unattended Devices

Properties

d. Import TeamViewer Event Log Data from the backup Excel File created in Step
1.d.iii

i. Go to module System Import Sets -> Load Data and create a new Import Set
table called TeamViewer Event Log Backup and upload the file from Step
1.d.iii. Afterwards click on Submit, as shown here:

Import set table @ Create table

Existing table

* Label TeamViewer Event Log Backup

Name u_teamviewer_event_log_backup

Source of the import e File

Data source

File Choose File | x_tvgh_enterprise_event_log.xlsx

Sheet number 1

Header row
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ii. After file is uploaded, click on Create transform map, as shown here:

Progress
Name ImportProcessor
State Complete
Completion code Success

Message Processed: 47, inserts 47, updates 0, errors 0, empty and ignored 0, ignored errors 0 (0:00:01.130)

Next steps...

Importsets  Goto the import sets for this data load
Loadeddata  Go to the newly imported data inside the staging table: u_teamviewer_event_log_backup

Create transform map ~ Create a transform map for the newly staged data

portlog  View the import log

iii. Create the transform map in with the following configuration and Save on

the record:
= Table Transform Map - -— .
< = Newrecord i W = oo BEILLLS
> Name | TeamViewer Event Logs to enter Application TeamViewer Enterprise Integrationf = (D)
K Source table u_teamviewer_event_log_bac... ¥ Created
Active Vv > Targettable Eventlog [x_tvgh_enterprise_... W
Run business rules | v/ Order 100
Enforce mandatory No | No v Run script
fields
Copy empty fields

Create new record
on empty coalesce

fields

iv. Then on the form, click on Auto Map Matching Fields, in Related Links, to
match the fields properly in the import process:

Related Links
Auto Map Matching Fields

Mapping Assist

v. When the page reloads, review the generated Field Maps in the Related
List. In this list, set Coalesce to true to the fields Created By, Event Name,
Connection Id, and Timestamp. Also change the choice action for all
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records to ignore. In the end, the list should look like this (take careful look

the red highlight):

Field Maps (6) = Transform Scripts

=  Field Maps | sys_transform_entry M?

i

= Source field = Target field
source_field target_field

@ u created by created_by
@ u_event name event_name
@ u_connection id connection_id
(D u_timestamp timestamp
@ u_connection report connection_report
() utags sys_tags
Actions on selected rows... | x v

1 to6ofé
= Coalesce ¥ = Choice action
coalesce choice_action
true ignore
true ignore
true ignore
true ignore
false ignore
false ignore
1 tokofé

vi. Afterwards, click on Transform and select the Map TeamViewer Connection
Report to Enterprise and click on Transform:

Related Links

Auto Map Matching Fields

Mapping Assist
Transform I

Index Coalesce Fields

¢ | Specify Import set and Transform map

> Importset ISET0010011 - u_teamviewer _connection_report_backup (2020-03-23 17:28:03) ¥

Available maps

Add
>
<

Remove

Selected maps, run in order

TeamViewer Connection Report to Enterprise - x_tvgh_enterprise_session_history
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vii. Review your results. If successful, the import is complete as shown here:

Progress
Name Transforming: ISET0010011
State Complete
Completion code Success

Message Transformation complete

Next steps...

ISET0010011  Go to the import sets for this data load
Transform history ~ Show the transform history, related errors and log

Importlog  Viewthe import log

viii. The import is now complete for Event Logs. You can review the import data
by going to the filter navigator, and typing in
x_tvgh_teamviewer_event_log.list and press enter:

*x_tvgh_teamviewer_event_log.list ®

Configuring the app for Service Operations Workspace (Optional)

In order to configure Teamviewer Support for the Servicenow Service Operations Workspace please
follow the steps below.

Please note that this is an optional configuration and not required to have the app running in oyur
ServiceNow instance.

1.
1. Make sure you are in the correct application scope to edit (eg: Global, TeamViewer, etc)

2. Go to page "/now/builder/ui/pc/728ec88c43fa2110f20fff53e9b8f278/"
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3. Click + to create new page. This will create a new tab on the sidebar

I SOW-Sidebartabstop  puge collection  (_Editor ) Settings

SOW - Sidebar tabs top

Record Page for Service Operations Workspace

Pages and variants (+ Q‘

The following varlants and pages are a part of this page collection. Whic

v Name URL path

v Agent Assist agent-assist
Age

\ Attachments attachments
Attachment SNC

v Collaborate collab-taby

Collaboration Tab SNC
v Email template ‘email-template.

Email template SNC

v Example example
Default
v Experts on-call expertsoncal

AppShell UI

UXR Base Experience Shell

Audiences ©

Tabs

the page that it is emt

Conditions ®

% Global -

Modified

4. Callit "TeamViewer Support Control" and url path should automatically fill with

"teamviewer-support-control"

5. Click continue, then create.

*What'snew | @Help

w page collection settings

Edit
Edit Sett
ttings
Edit etti
Editor S
Setting

Editor  Setti

23 Setti

6. Depending on the version of Ul builder you are using, you might get this pop-up to Open in

editor:

|| © The page Teamviewer Support Control has been created successfully and is available for use.

7. If not, look up in the list "TeamViewer Support Control", and click on its default.

i, Page collection¥  (_ Editor ) Settings

Experts on-call SNC

v Infrastructure Relationships finfrastructure-relationships/

Infrastructure Relationships SNC

v On-call Escalations soncall-escalations!

On-call Escalations SNC

~ Recommended Actions next_best action/
Recommended Actions default

~ Record Information frecord_info/

Record Information - Catalog SNC

v Record information - Walk-up interaction Irecord_info_walkup_interaction/
Record information - Walk-up interaction 5t

~ Requester information Irequestor-infof
Requestor Info SNC

' Service Relationships Isenvice-relationships/

Service Relationships SNC

~ TeamViewer Support Control

Default e—

fteamviewer-support-control/

& Global

Editor

Editor

Editor

Editor

Editor

Editor

Editor

Editor

Editor

Editor

* What's new
Settings
Settings  §
Settings

Settings

Settings

Settings
Settings
Settings
Settings
Settings
Settings

Settings

: Open in editor ]

@ Help

8. Click on "Add component" in the left hand side. If you are using a newer version you might

see “Add content” instead.
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servicenow

A You're editing content In a page collection, Changes appear in all experiences that use the page collection. Width | 1366px v | @ Fit Testvalues ¥

M Body | &
@ Config Syl % Event

8 B Modals and popovers
& Modals Spacing
© popovers )
| = Bogy Margin ° |
+ Add component Padding ¢ |
K ! ’ C’ ! e
0 |
0

Background @ +
Show advanced configuration options
Ll
[
9. °
10. In the top search bar, search for "Teamviewer Control Component" and select it
11. Click Save in the top right corner
12. Open the Variant Record
L sow-sidebartobstop  pypecayige (Editor ) Settings % Global v | [ kWhatsnew | | @Help
= O TS Ty Ty H TV S o T8 T SE T 717 o e S T e e Width | 1366px v | @ Fit CIE = Testvales ¥
O Duplicate variant P ¢ carmiveer Control Component 1 .| + | T Contrl € 10
# Developer » ? Open variant collection record 10: teamviewer_control_companent
Modals o ___OConfs /e * et
© popevers @ Component visibility
- 8 gody . ) ~; Table @ BData
| 8 Teamviewer control componer_* _| fipuaton i @context.props.table
sysid @ 8 Data

@context.props.sysld

8
®

o

13. In the field “Macrocomponent Configuration”, add into the existing JSON object the
following properties. Save after updating.
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_ UXScreen > y :
= Defalt: |®r-ocscreen P . 8 = Q@ = Update 7| Delete |
Page Definition | rof t | Default Act tive
Parent Macroponent | | UXR Base Experience Shell

"sysId": {
"binding": {
"address": [
"record",
"sysId"

}s
"type": "DATA_OUTPUT_BINDING"

}J
"table": {
"binding": {
"address": [
"record",
"table"

}s
"type": "DATA_OUTPUT_BINDING"

14. If there was no existing Macroponent configuration, paste the JSON above

surrounded by “{}”
15. Go back to Ul Builder, and in the sidebar click “Body”. Then go to the right side,

make sure the tab “Config” is selected, and click on “Edit”
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Y SOW-Sidebartabstop  ry (pefaulyv  (_Editor ) settings

L mmem

T Global v * What's new @ Help
& You're editing content in a page collection. Changes appear in all experiences that use the page collection Width | 1366px v | @ Fit S v = Testvalues v
> Page

= -

[ Teamviewer

8¢ ¥ & Modals and popovers
Modals
O popovers

|» = soay 3

& Teamviewer Control Component |

onent

_E> O Config O Style: % Event:
Properties ‘b Bedit =

Table @ Data.

@data.record.table

sysid 80ata

@data.record.sysid

bel @

@Translatable turned on
@ ) Bare®

crollable @
Vertical v

Header Level ©

1

M® Heading level only visible to screen @
readers

W _Intercept notifications ©

16. Now Click “Add” and Create two new properties, with the Property Names “table” and

“sysld”. Save your changes.

Edit properties

data will show up as content on your page.

+
=
o
o

Properties

I sysid
table
bare
headerLevel
headingOnlyVisibleTaScreenReaders
interceptNotifications
label

propagateMotifications

B P PP D PP g g

scrollable

17.

You can create additional properties that refer to data from other sources, like another page. This

Property name *® @

X

[ sysld

Type k ©

[ String

[ Translatable

Toolip @

Enter text

18. Now click on the component instance “TeamViewer Control Component 1”
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L‘ SOW-Sidebartabs ©0P | 1y petayiyy  ( Editor ) Settings % Global v | [ kWhatsnew | | @Help
= & You're editing content In a page collection. Changes appear in all experiences that use the page collection. Width | 1366px» | @ Fit = Testvalues ¥
8° ¥ B Modals and popovers E Team\Viewe B Config @t
Modals o Spacing
© popovers
|= = goay Unatiended connection e 0
B Tea Control Component 1 v Padding o
N " |-
[]
]
Background @ +

Show advanced configuration options

L]
&

o

19. On the right side, select field type “Data” Binding, and for the value, set for Table:
“@context.props.table” and for sysld: “@context.props.sysid”

Il

ErEE—nen ]

B TeamViewer

Create Service Case 0 pravide remale support

(&) Creatn Remate Conirod Invite

Unattended connection

TS rcond 8085 ot have a canhguration tem

Bind data to Table

W [SON
1 app (1)
(props 10)

1 session (3)

20. After version 2.3.0 you will find a new property in the Teamviewer Control
Component called “fields”. Please also use the data binding to set the value on this
property as well, but this time choose “Use script” as shown in the screenshot
below and replace the entire script with the following script:

function evaluateProperty({
api,
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helpers
A
var fieldsObject
cmdb_ci: {
value: api.data.record.form.fields.cmdb_ci.value,

displayValue: api.data.record.form.fields.cmdb ci.displayValue

}s
return fieldsObject;

Note: This script is compatible with the incident table or any other table that stores the
configuration item in the cmdb_ci field. Feel free to modify it if you want to take the
values from a different source.

21. Click Save in the top right.

Known issue:

With the new release there are new libraries used in the TeamViewer Controls used in the
Workspaces. There might be some incompatibilities with the instance where the pages
don’t load. This issue is directly from ServiceNow and unrelated to the TeamViewer
application. To fix or avoid this, we recommend you to look for the system property
“glide.uxf.lib.asset_bundle_enabled” and set it to “false”. If your instance does not have
this property, please set the scope to “Global” and create the property with the name
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aforementioned, set the Type to “true | false” and the value to “false” as shown below:

% Name @)

Description

Choices @

Value Bl <> | false

Type | true|false v

glide.uxflib.asset_bundle_enabled ‘ Application @ Global

Ignore cache @)

Private @ []

Readroles @
Writeroles &

***IMPORTANT NOTICE***

With this new release we are changing the application registry used for the OAuth authentication
between ServiceNow and TeamViewer, ServiceNow will treat this as a “skipped change” when you
upgrade the app. To avoid any issues please follow these steps:

1)
2)

4)

Make sure your current scope is TeamViewer Enterprise Integration for ServiceNow

Go to the following link after you replace it with your instance name:
“https://<instance_name>.service-
now.com/sys_upgrade_history_list.do?sysparm_query=to_version%3Dx_tvgh_enterprise&
sysparm_view="

Make sure that you are sorting the list by “Upgrade Started” as shown in the screenshot
below:

= YV & 5y5temUpgrades| Upgrade started * | Search |

All > To = x_tvgh_enterprise

D . From To Upgrade started » Upgrade finished Changes skipped
n/a ¥_tvgh_enterprise 2025-04-03 10:07:40 2025-04-03 10:08:11
n/a x_tvgh_enterprise 2025-02-14 01:55:25 2025-02-14 01:55:34
¥_tvgh_enterprise 2025-02-12 18:58:19 2025-02-12 18:58:27
n/a x_tvgh_enterprise 2025-02-1022:17:25 2025-02-10 22:18:12

Open the first record, which is the one that came from your latest update; you can double
check that by looking at the date of the Upgrade started column. You will see a screen
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similar to the screenshot below

System Upgrades
x_tvgh enterprise

From na Upgradestarted  2025-04-03 10:07:40

To xtvah enterprise Upgrade finished  2025-04-03 10:08:11

= Dotalls | Review Sipped Recards
Changes skipped  § L
component was not spplled. To earn more, see Skiposd Chanses to Revisw
Changes applied 308 L Fricd
= upgr

. C

Changes processed 313

G 5

Cople ow 0

Autoresolved O

Delete

Copies Reviewsd | Cu Unchanged (1) | Changes Applied (308) 1803) |

Disposition Claim Status Priority Resolution ‘Comment Target name Plugin Type Table
Sipped @ PriorityS  NotReviewed TeamViewer Enterprise OAuth X tvah_enterprise :‘:;‘"’"’:" fempty}
Skipped @ PriorityS  NotReviewed X Svh_entarprisalowite, options X tvgh_entarprise f,"';::'“
Skipped ® PriorityS  NotReviewed X tvgh_enterpriseadminToken x_tvgh_enterprise ;:‘::‘lv vs_propertie
Skipped ® PriorityS  NotReviewed ‘se supporter_link_type x_tvgh_enterprise :::"m sys_propertie
Skipped @ Priority5  NotReviewed Zﬁ:'r‘“ e
5) Open the record that shows “TeamViewer Enterprise OAuth” under the column “Target
name” and click on Resolve Conflicts
¢ Q0 =

Upgrade Details
Created 2025-04-03 10:07:54

Far example,a iigher priority than 3 Ul Page becausa it contains scrit, XML, and HTML fields.

 You can dd Ce

Fllaname  oauth sntity 40s2717600(35010s03 18305961933
Friority | Priority 5

Comment <>

Resolution | Nat Reviewsd
Disposition  Skipped Target name  ToamViewer Enterprise OAuth
Type  Application Registries Updateset
Plugin x_tugh antarprisa

Table.

et fields.

6) Then you can look for the rows with the label “Authorization URL”, and “OAuth API Script”
and click on the arrow in the middle to apply the change from the “Base System”.

Authorization https: 5 q A
. q S, ps://login.teamviewer.com/oauth2/authorize?
URL https://account.teamviewer.com/oauth2 autherize?respo > a9 o

[SN Utils Compare]

OAuth API
Seript OAuthCustomTeamViewerUtil > ‘ Q I

[SN Utils Compare]

7) Finally, just click on Save Merge.
8) If you get an error when saving such as the one below

‘ ® The following mandatory fields are not filled in: certificate_url b ‘

Resolve Conflicts[oauth_entity] TeamViewer Enterprise OAuth Q
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You can open a new ServiceNow tab and type in the filter navigator: ”Application registry”

Y plication registry & >

FAVORITES

Mo Results

ALL RESULTS

System OAuth

Application Registry

9) Then open the record “TeamViewer Enterprise OAuth” and update the fields
“Authorization URL” and “OAuth API Script” with the values shown in the previous tab

under the “Base system” column (left side). You should end up with a form such as the one
below

— Application Registries = e -
~  TeamViewer Enterprise OAuth View: OAuth Provider é 9 - m Delete

h provider details.
Name: A unigue name.
Client ID: Client ID of application registered in third-party QAuth server.
Client Secret: Client secret of application registered in third-party OAuth server.
Refresh Token Lifespan: Time in seconds the Refresh Token will be valid.
Awthorization URL: OAuth Server's auth code flow endpoint. Required only for Authorization Code grant type.
Token URL: OAuth Server's token endpoint.
Token Revocation URL: OAuth Server's token revocation endpoint.
Redirect URL: OAuth callback endpoint. Leave it empty for auto-generation.

# Name | TeamViewer Enterprise OAuth ‘ Application ~TeamViewer Enterprise Integration fo

* Client1D | <your clientid> ‘ Accessible from | All application scopes V|

ssssssases ‘ Active

OAuth API Script | OAuthCustomTeamViewerUtil | [0} ‘

* Client Secret

Authorization URL https://account.teamviewer.com/foauth

2/authorize?
Logo URL response_type=code&display=popup
>k Default Grant type | Authorization Code V‘ * Token URL https://webapi.teamviewer.com/api/v1/
. oauth2/token
%k Refresh Token Lifespan | 1 ‘

Token Revocation URL  hitps://webapiteamviewer.com/apiivl/
Public Client || oauth2/revoke

Redirect URL https://<your intance name=>.service-

now.com/oauth_redirect.do

Use mutual authentication [ |

Send Credentials | In Request Body (Form URL-Encod V|

Comments | TeamViewer Enterprise QAuth authentication

10) It would be beneficial to make sure that the other skipped changes are not relevant. For
example, in the screenshot from step 4, you can see that the other skipped changes are
system properties. It makes sense that these are skipped since you customize these values
on your instance. Those records can remain skipped. Any other record, especially scripts or
similar configuration records, need to be “reverted to base system”. You can do this by
clicking on the checkbox on the top left corner of the related list to select all records under
the related list, and then on “Actions on selected rows” on the top right corner of the
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related list as shown in the example below

Skipped Changes to Review (5) | Skipped Changes Reviewed | CopiestoReview | Copies Reviewed | CustomizationsUnchanged (1) | ChangesApplied (308) | Upgrade Details(1803) | Claim Outcomes to Review

= ¥ |Filename + |Search ‘ @ & — | Actionsonselected ro m

Actions on selected

Upgrade Details

Delete
Q  Filename Disposition Claim Status Priority Resolution Comment Targetname Plugin
Delete with preview.
oauth_entity_40e27176dbf39d10e03c183059... ~ Skipped @ Priority5  Not Reviewed TeamViewer Enterprise OAuth x_tugh_e Revert Copy to Base System
Revert toBase System
sys_properties 4710ab191b0b1810c23e0f6cd...  Skipped @ Priority5  Not Reviewed x tvgh enterpriseinvite_options x_tvghd Create Application File
Assign Tag:
sys_properties_57694b05db76cc50f4b1d12c5..  Skipped @ Priority 5 Not Reviewed x%_tvgh_enterprise.adminToken xtvghe Newtss
Target active
sys_properties_9f6839359702ed50902d71500...  Skipped @ Priority5  Not Reviewed x_tvgh_enterprise.supporter_link_type x_tvgh_e Strategic Portfolio Management.
Security
sys_properties_cdcabdb99702ed50902d71500...  Skipped @ Priority5  Not Reviewed % tveh_enterprise.enable logging_to acti.. x_tvghe Now Platform
Target active/inactive undetermined
O Now Platform Security
1to50f5 Target inactive

Automation Engine

11) Note that if you don’t do this on records such as scripts or other configuration records, it
might result in faults in the application behavior since it might try to execute things that are
not present in it due to the skipped change.
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